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1.

IHACIHHOPT KOMILJIEKTA KOHTPOJIBHO-OINEHOYHbIX CPEJICTB

B pesynbpTaTe ocBoeHHS yI€OHON MTUCIUILTAHEI 00YJaIONTUICS JODKCH
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JMIEH3UOHHBIX TPEOOBAHUI 10 HACTPOHKE U SKCILTyaTallun

OCHOB apXUTEKTYpPBl, yCTPOHCTBA U (PYHKIIMOHUPOBAHUS BEIYMCIUTEIBHBIX CUCTEM;

HPUHIMIIOB OPTaHU3aIMH, COCTaBa M CXEM PabOThI OIIEPALIMOHHBIX CUCTEM;

TpeOOBaHUI oOXpaHBl TpyAa =pu paboTe C anmapaTHBIMH, MPOTPAMMHO-AaNIapaTHBIMUA |
IIPOTPaMMHBIMU CPEACTBAMH aIMHHUACTPUPYEMON MH(OPMALMOHHO-KOMMYHUKAIIMOHHON CUCTEMBI
[Topsinokx ycTaHOBKM M BBOJA B OKCIUTYyaTallMIO CPEICTB 3aIUTHl MH(YOPMAIMKM B KOMIBIOTEPHBIX
CeTsIX;

NPUHIMIIOB (DYHKIMOHHWPOBAHMSA AamlapaTHBIX, IPOTPaMMHBIX M IIPOrPaMMHO-aNNapaTHBIX
CPEJICTB aIMUHUCTPUPYEMOH CETH;

periIaMeHTOB MPOBEACHUS MPOQUIAKTHUECKUX PadOT HA aIMUHHUCTPUPYEMOH WHPOPMALMOHHO-
KOMMYHUKAIIHOHHOM CHCTEME;

YCTPOMCTBA U IPUHIMUIIOB PaOOThI KAOEIbHBIX U CETEBBIX aHAJIN3ATOPOB

CPEACTB TIyOOKOro aHai3a NH(POPMALMOHHO-KOMMYHUKAITUOHHON CHCTEMBI;

METPUKH TIPOU3BOAUTENBFHOCTH aJMHHUCTPHPYEMOH HWH(POPMAIIMOHHO- KOMMYHHUKAIIHOHHOM
CUCTEMBI

PErIaMeHToB MPOBEACHUS MPOPMIAKTUUECKUX PadOT Ha aIMUHUCTPUPYEMOH HH(POPMALMOHHO-
KOMMYHUKAIIMOHHOM CUCTEME;

TpeOOBaHMI OXpaHbl TpyJa MNpu paboTe ¢ CeTeBOW ammapaTypod aJIMHHUCTPUPYEMOU
MH(POPMAMOHHO-KOMMYHHUKAIIHOHHOH cucteme

00MIMX MPUHIMIOB (PYHKIIMOHUPOBAHHUS AlIaPaTHBIX, TPOTPaMMHBIX M IPOrPaMMHO-
anmapaTHBIX CPEJCTB aJIMUHUCTPUPYEMOI HH(POPMALIMOHHO-KOMMYHHUKAITMOHHON CHCTEMBI,
MEXIYHAPOIHBIX CTAHAAPTOB JOKAIBHBIX BBIYMCIUTEIBHBIX CETEN

perIaMeHTOB MPOBEACHUS MPOQUIAKTHUIECKUX PadOT Ha aIMUHHCTPUPYEMOH WHPOPMALIMOHHO-
KOMMYHUKAIIMOHHOM CUCTEME

TpeOOBaHMII OXpaHbl Tpyda IpH paboTe ¢ CETeBOH ammapaTypodl aJIMUHHCTPHUPYEMON
MH(POPMALMOHHO-KOMMYHHUKAIIHOHHOH cucteme

JUIIEH3UOHHBIX TPeOOBAHMS IO HACTPOIKE yCTaHABIMBAEMOTO IPOTPaMMHOT0 00ECTICUeHHUST
TUIIOBBIX NPUYUH MHIUJICHTOB, BOSHUKAIOIINX IIPHU YCTAHOBKE IIPOTpaMMHOI0 obecrieueHus
TpeOOBaHMI OXpaHbl Tpylna Opu paboTe ¢ anmapaTHbBIMM, IIPOrPAMMHO-ANNAPATHBIMU U
MNPOTPaMMHBIMH CPEJICTBAMH aIMHUHUCTPUPYEMOH HHHOKOMMYHUKAIIMOHHON CUCTEMBI

TUTIOBBIX TIPOLIEAYP W CTaHAapTOB OOHOBJICHHsI MPOrPAMMHOTO OOECTIeYeHUs TEXHHUYECKHX
CPEJICTB;

JIMLEH3UOHHBIX TPEOOBAaHUH 0 HACTPOMKE OOHOBJISIEMOTO IPOrPaMMHOI0 00eCIeUeHUS
NPUHIMIIOB (QYHKIIMOHUPOBAHMS AaNMapaTHBIX, NPOTPaMMHBIX M MPOTPaMMHO-ANMapaTHBIX
CPEJICTB aIMUHUCTPUPYEMON CETH

ApXUTEKTYpBl  aMllapaTHBIX, MNPOrpaMMHBIX M  NPOTpaMMHO-ANNapaTHbIX  CPENCTB
aJIMAHUCTPUPYEMOH HH(POPMAIIMOHHO-KOMMYHUKAITIOHHON CUCTEMBI

periIaMeHTOB MPOBEACHUS MPOQUIAKTHIECKUX PadOT Ha aJIMUHUCTPUPYEMOI WH(POPMAIIMOHHO-
KOMMYHHKAIIHOHHOHN CHCTEMBI;

TpeOOBaHMI OXpaHbl Tpylda MNpUH paboOTe ¢ CETeBOM ammapaTypod aJIMHUHUCTPUPYEMOU
UHPOPMAITMOHHO-KOMMYHUKAIIMOHHOHN CUCTEMBI

OCHOBHBIE HAaIPABJICHHS aIMUHUCTPUPOBAHMS KOMITBIOTEPHBIX CETEM;

THUIIBI CEPBEPOB, TEXHOJIOTHIO (KJIMEHT-CEPBEPY;

KJIacCU(UKAIHIO IPOTPAMMHOTO O0ECTICUSHHUST CETEBBIX TEXHOJIOTHI, M 00JIACTh €r0 MPUMEHEHUS
TOPSIIOK M OCHOBBI JIMLIEH3UPOBAHUS IPOTPAMMHOr0 00€CTIeYeHNS;

OLIEHKY CTOMMOCTH IPOrPaMMHOI0 OOECHeuYeHHsT B 3aBUCHMOCTH OT crocoba W MecTa ero
WCTIOJIb30BaHUS

OCHOBHBIC HAIIPAaBJICHUA aIMUHUCTPUPOBAHUSA KOMITBIOTCPHBIX ceTeﬁ;

MOPSAZOK UCIIOJIb30BaHUS KJIaCTEPOB;

IMopAa0K B3aPIMOZIeI>’ICTBI/I$I Pa3IIMYHBIX OINICPALIMOHHBIX CUCTEM

KJIacCU(UKAIHIO IPOTPAMMHOTO OOECIICUEHHUST CETEBBIX TEXHOJIOTHI, M 00JIACTh €r0 IPUMEHEHUS
MOPSIIOK M OCHOBBI JIMLIEH3UPOBAHUS IIPOIPAMMHOr0 00ecTieyeHus

OLIEHKY CTOMMOCTH IPOrPaMMHOI0 OOECIeyYeHHsI B 3aBUCHMOCTH OT crocoba W MecTa €ero
WCTIOJIb30BaHUS
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CHOCOOBI YCTAHOBKH H YITPABJICHHUS CEPBEPOM;

TOPSIIOK MCTIOJIB30BaHMSI KIIACTEPOB;

MOPSZIOK B3aUMOJICHCTBHS PA3IMYHBIX ONICPAIUOHHBIX CHCTEM;

AJTOPUTM aBTOMATH3AIMU 33724 00CITY)KUBAHUS;

TEXHOJIOTHIO BEJICHUSI OTYETHOM JOKYMEHTAIINY;

KJIacCH(DUKAITHIO TTPOTPAaMMHOI0 00ECTICUCHHS CETEBBIX TEXHOJOTHH, M 00J1aCTh €T
MPUMEHEHUS;

TIOPSIIOK M OCHOBBI JTHIIEH3UPOBAHUS IIPOTPAMMHOT0 00eCTICUCHNS;

OIIEHKY CTOUMOCTH MIPOTPaMMHOT0 00eCTieueH s B 3aBHCUMOCTH OT CIIOC00a U MeCTa ero
UCTIOJIb30BaHHS

HOSHTU(UIUPOBAT, W OICHWBATh CTENEHb KPUTHYHOCTH HHITMACHTOB, BO3HHUKAIOIIUX IPH
YCTaHOBKE M pPabOTe€ NPOrpaMMHOTO OOECIEYCHUs, W NPUHUMATHh PEIICHHE IO W3MCHCHHIO
MPOLIETyPhl YCTAHOBKH;

YCTPAHITh BO3HUKAIOIINE UHLINUJECHTHI;

JIOKaJTU30BaTh OTKA3 U MHUIIUUPOBATH KOPPEKTUPYIOIIUE JCHCTBUSA;

MOJIb30BaThCS HOPMATUBHO-TEXHUYECKOW MOKyMEHTalueld B 0ONacTH WH(OKOMMYHHKAIIHOHHBIX
TEXHOJIOTHH,;

BBITIOJTHATh MOHUTOPHUHT 3 IMUHHCTPUPYEMOI HH()OPMAIIMOHHO- KOMMYHHUKAIIMOHHON CHCTEMBI;
KOH()UTYPHPOBATH OTIEPAIIIOHHBIE CUCTEMBI CETEBBIX YCTPOICTB.

WCTIONb30BaTh COBPEMEHHBIE METOABl KOHTPOJS IPOM3BOAUTENHHOCTH HH()OPMAIMOHHO-
KOMMYHUKAIIMOHHOM CUCTEM

JIOKaJIU30BaTh OTKA3 U HHULUUPOBATh KOPPEKTUPYIOLIUE ACHCTBUS;

MIPUMEHATH TPOTPAMMHO-AINAPATHRIE CPEACTBA ISl TUATHOCTHKH OTKAa30B M OIIMOOK CETEBBIX
YCTPOMCTB

NPUMEHATh BHEIIHUE W IITATHBIE MPOTrpaMMHO-aNIapaTHbIE CPEACTBA IS KOHTPOJIS
MIPOU3BOAUTEIHLHOCTH CETEBOM MHPPACTPYKTYPHI HH()OPMAITMOHHO-KOMMYHHKAITHOHHON CHCTEMBI
HCIIONIH30BATh IIPOLIEAYPHI BOCCTAHOBJICHHS TaHHBIX;

OTIPEIEIATh TOYKUA BOCCTAHOBIICHUS JAHHBIX;

paboTaTh ¢ cepBepamMy apXUBUPOBAHUS M CPEICTBAMH YIIPABIECHUS OMEPAMOHHBIX CUCTEM;
TIOJIb30BaThCS HOPMATHBHO-TEXHUYECKOW TOKYMEHTarue B 001acT WHPOKOMMYHHKAITHOHHBIX
TEXHOJIOTUM;

BEITIONHATh IJJAHOBOE apXWBUPOBAaHWUE MPOTPAMMHOTO OOECIIEYeHHS TMOJIh30BATEIBCKUX
YCTPOMCTB COTIIACHO TpaduKy

COOJTI0/IaTh MPOIIEAYPY YCTAHOBKH IIPHUKIIATHOTO MPOTPAMMHOTO 00€CTIeUeHHs B COOTBETCTBUH C
TpeOOBaHUSIMM OPraHU3AIMU- IIPOU3BOUTEIS;

UACHTU(UIIMPOBATh MHIUCHTHI, BO3HUKAIOIINE MTPH YCTAHOBKE MPOTPAMMHOTO 00ECIICUEeHNUS, ’
MPUHUMATH PEIICHUE TI0 U3MEHEHUIO MTPOLICTYyPhl YCTAaHOBKH;

0JIb30BaThCsl HOPMATUBHO-TEXHUYECKOM JOKYMEHTaIue B 001acTi WH(POKOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI;

WCIIONIb30BaTh Pa3IMYHbIE CPEICTBA M DPEXUMBI YCTAHOBKH M OOHOBIIEHHS IPOTPaMMHOTO
oOecrieueHus1 UHPOPMAIIMOHHO-KOMMYHHUKAI[UOHHOW CUCTEMBI, B TOM YHUCJIE aBTOMATHUECKUE
UICHTU(DUIIMPOBATH MHIIUCHTHI, BO3HUKAIOIIME IIPU IPOBEICHUH ITPEIBAPUTEIbHBIX NCITBITAHUI,
KCIIONb30BaTh MIPOLEAYPhl BOCCTAHOBJICHUS IaHHBIX;

OTIPEIEIIATh TOYKHA BOCCTAHOBIICHUS JAHHBIX;

OTICHUBAThL PUCKH TIEPEPHIBOB B MPEIOCTABICHUH CEPBUCOB TIPH MTPOBEICHUH UCIIHITAHHIH;
MPUMEHATh HOPMATUBHO-TEXHUYECKYIO JIOKYMEHTAIlMI0 B OO0JIACTH WH(POKOMMYHUKAIMOHHBIX
TEXHOJIOTHI

aIMUHUCTPHUPOBATE JIOKAJTLHBIC BEIYUCITUTEIBHEIE CETH;

MIPUHUMATH MEPHI 110 YCTPAHESHUIO BO3MOXHBIX COOEB;

CO03/1aBaTh U KOH(UTYPUPOBATH YUETHBIE 3AIIMCH OT/IEIEHBIX TI0JIh30BATEIICH U TOIH30BATEIHCKUX
rpym;

oOecrieunBaTh 3alUTy MPU HOAKIYCHUH K HHGOPMAIMOHHO-TEIIEKOMMYHHUKAIIMOHHON CETH
«HTEepHET» CpeacTBaMU ONEPALIMOHHON CUCTEMBbI

yCTaHABIUBATh HH()OPMAITMOHHYIO CHCTEMY;

C03/1aBaTh U KOH()UTYPUPOBATH YUETHBIC 3AIMCU OTICIIbHBIX M0JIH30BATEICH U MOJIb30BATEIHCKUX

rpyr;



31. perucTpupoBaTh MOJKIFOUCHHE K JIOMEHY, BECTH OTUETHYIO IOKYMEHTAIIHIO;
32. ycraHaBnMBaTh W KOHQUTYPUPOBATH aHTUBHPYCHOE MPOTPaMMHOE OOecIieueHre, MPOrpaMMHOe

obOecrieueHne 0a3 JaHHBIX, NPOTPAaMMHOE OOCCIEYCHWE MOHUTOPHHIA; PETUCTPUPOBATH
MOJIKITIOYCHHUE K JOMEHY, BECTH OTUETHYIO JJOKYMEHTAIIHIO,

33. paccuuThIBATH ~ CTOMMOCTh  JIMIEH3MOHHOTO  TPOTPaMMHOTO  OOECIHeUeHHs  CETeBOMN
MHPPACTPYKTYPHI;

34. paccuuThIBaTh CTOMMOCTh JIUIICH3UOHHOTO ITPOrPaMMHOTO 00ECIICUCHHUS CETEBOM
MHPPACTPYKTYPHI;

35. obecrieunBaTh 3aIIUTy TPH MOJKIIOYEHUH K WHPOPMAIMOHHO-TEICKOMMYHHUKAIIMOHHOW CETH
«HTepHET» CpeaCcTBaMU ONIEPALIMOHHON CUCTEMBI
Cooepoicanue yueOHOU OUCYUNTUHBL HANPABIEHO HA (POPMUPOBAHUE 0OWUX U NPOPECCUOHATLHBIX
KOMNEemeHYull.

Koa OK, YMmerh 3HaTh

MK

OK 01 pacmo3HaBath 3a/1a4y W/WIM IpodiieMy B aKTyalbHBIH IpodecCHOHATBHBIN 1
npodeccnoHaTbHOM W/ COITHAIEHOM COIMAIBHBIN KOHTEKCT, B KOTOPOM
KOHTEKCTE, aHAJTM3UPOBATh U BHIJICIATH €€ MPUXOAUTCS paboTaTh U )KUTh
COCTaBHBIC YaCTH CTPYKTYypa IJIaHa JJIsl pelIeHHs 3a/1a4,
OIIPE/ICIIATH ATAIBI PEIICHUS 3a/1a4H, QITOPUTMBI BHITIOIHEHHUS padboT B
COCTaBIIATH IUIAH JCHCTBHUS, PEATN30BHIBATH npodeccnoHabHOM U CMEKHBIX 00TaCTIX
COCTaBJICHHBIH TUIaH, OTIPECIISATD OCHOBHBIC UCTOYHUKH HH(OPMALIUU U
HEOOXOINMBIE PECYPCHI pecypehl ISl pelIeH s 33/1a9 1/ HiH
BBISBIISITH U 3P PEKTUBHO UCKATh HH(POpManuio, | MpobiieM B IpoecCHOHATEHOM W/UITH
HEOOXOIUMYIO JIJIsl PELICHUS 3a/1a41 1/HITH COLIMAJILHOM KOHTEKCTE
MpoOIEMBI MeTOABI paboThl B IpodecCHOHaTbHON 1
BJIJIETh aKTYaJIbHBIMHA METO/IaMH PabOTHI B CMEXHBIX chepax
npodecCHOHANBEHON M CMEKHBIX cepax MOPSIOK OLCHKH PE3YJIbTATOB PEIICHUS
OLICHMBATH PE3yNbTAT U MOCIEICTBUS CBOUX 3a7a4 po(heCcCHOHATBHOM eI TeNbHOCTH
JeHCTBUH (CaMOCTOSATENHHO WU C TIOMOIIBIO
HAaCTaBHHKA)

OK 02 OTIPEIEIISATh 33/]]auu [T IOUCcKa MHPOpPMAallii, | HOMEHKIAaTypa HHPOPMAITMOHHBIX
TTAHUPOBATH TIPOIIECC MTOUCKA, BEIOUPATH HUCTOYHHUKOB, MIPUMEHSIEMBIX B
HEOOX0/IMMbIe UCTOYHUKU HHPOpMAIIUU npodeccnoHabHOM AeSTETbHOCTH

BBIJIEJISITH HauboJiee 3HAYMMOE B MpUEMBbI CTPYKTYPHPOBaHUS HHPOPMALIUU
nepevyHe nHQopMaIuu, CTpyKTYpUPOBaTh ¢dopmar odopmileHHS PE3yIbTaTOB MOHCKA
MoJrydaeMyro nHhopMaIuio, ohopMIIsITh nHpOpMaITUU
pe3yJIbTaThI IIOMCKA COBpPEMEHHBIE CpEICTBA M  YCTPOWCTBa
OLIEHMBATH MPAKTHYECKYIO 3HAUUMOCTb WHPOpMAaTH3AIINY, MOPSIIOK 17
pEe3yJIbTaTOB MOMCKA NPUMEHEHUS U
NPUMEHSTH CPeJICTBA MH(POPMAIMOHHBIX nporpaMMHOe oOecrieueHre B
TEXHOJIOTHI JJIsl pelieHus TPOoQeCcCHOHANBHBIX | MPOpECCHOHANBEHON IeATENFHOCTH, B TOM
3amaq qrcie MUQPPOBEIE CpeacTBa
UCIIONIb30BaTh COBPEMEHHOE MPOTrPaMMHOE
obecniedeHue B MpoecCHOHATBHON
JIeSITENTBHOCTH
HCTIONB30BaTh Pa3inuHble HH(POBBIE CPEICTBA
JUIsL petIeHust mpodecCHOHANBHBIX 3a1a4

OK 05 IPaMOTHO M3JIaraTh CBOM MBICJIA M OQOPMIISTE | TipaBuiia 0(OpMIICHHS JJOKyMEHTOB
JIOKYMEHTBI TI0 TIPO(hEeCCHOHATIBbHOM TeMaTHKe MpaBUIIa IOCTPOCHUS YCTHBIX COOOIICHNH
Ha roCyJIapCTBEHHOM SI3bIKE
MPOSIBJIATH TOJIEPAHTHOCTD B pabouemM
KOJIJICKTHBE

OK 09 MTOHUMATh OOIINHA CMBICIT YETKO MpaBHJIa TIOCTPOSHHUSI ITPOCTHIX M CIOMKHBIX

MTPOM3HECEHHBIX BHICKA3BIBAHHIA HA N3BECTHBIC
TeMblI (TpoeCCHOHAIBHBIE U OBITOBBIEC),
ITOHUMATh TEKCTHI Ha 0a30BEIE
npodeccuoHaIbHBIE TEMBI

Hpe,[[J'IO)KCHI/Iﬁ Ha HpO(l)eCCI/IOHaJ'IBHBIC
TEMBI




Yy4acTBOBAThH B JUANIOTaX HA 3HAKOMBIE OOIIHE U
npodeccuoHaIbHbIC TEMbI

CTPOUTH MPOCTHIC BHICKA3bIBAHUS O CE0EC U O
CBOCH MPO(eCCUOHANBHON IEATEIBHOCTH
KpaTKO 0OOCHOBHIBATh M OOBSICHATH CBOU
neiicTBus (TeKyIie U TUIaHuPyeMbIe)

MUCaTh MPOCTHIC CBSA3HBIC COOOICHUS Ha
3HAKOMBIC WJIM UHTEPECYOIINE

PO eCCHOHATTLHBIE TEMBI

OCHOBHBIE 00IIEeyTIOTpeONTEIbHBIC
ri1arojisl (ObITOBas ¥ MpodeccuoHa bHas
JIEKCUKA)

JIEKCUYECKH MUHUMYM, OTHOCSIIIUICS K
OIHCAHHIO TIPEAMETOB, CPEIICTB U
MPOIIeCCOB MPOodecCHOHATHEHOMN
JeSTEIBHOCTH

0Cc0OEHHOCTH POU3HOILICHHS

MpaBUIJIa YTEHHS TEKCTOB
npodeccnoHaNbHON HANPAaBICHHOCTH

DopMoii TPOMEKYTOTHOH aTTECTAIMU IO yIeOHOH TUCIIUTUTNHE SIBIIIETCS _ dK3aMeH




2. PE3YJIbTATbI OCBOEHMSI YYUEBHOM JUCHUILIVHBIL, MOJIEXAIIUE

ITPOBEPKE

2.1. B pesympraTe arrecranuy IO y4eOHOW IMCIMIUIMHE OCYILECTBISETCS KOMIUIEKCHAs MpPOBEpKa
CIIEAYIOMINX YMEHUH 1 3HAHUH, a TaK)Ke TUHAMUKA (OPMUPOBAHUS KOMITCTCHIIUH:

Tabnuya 1
Pe3yabTaThl 00yueHus: IHoka3aTesin OLEHKHU pe3yJibTaTa dopmMa KOHTPOJIS U
yMeHuUsl, 3HAHUSA U OlIeHUBAHMA
KOMIETEeHINH
Ymern: 1. upenTuduuupoBaTH M OIEHUBATL CTENECH| TECTUPOBAHME,
KPUTHYHOCTH MHIMJCHTOB, BO3HUKAIOMINX Mp] 9K3aMCH
YCTaHOBKE u pabote IpOrpaMMHOr( KBalu()UKAIMOHHBIH,
obecrieyeHns, W TPHUHUMATh pEIICHHWE I1{ IKCIEPTHOE
M3MEHECHHIO TIPOIIEAYPHl YCTaHOBKHY, HaOmoeHne
2. YCTPaHATh BO3HUKAIOIME UHIAICHTHI, BBIITOJTHCHHUSA
3. JOoKamM30BaTh ~ OTKAa3 W HMHHUIMAPOBAT abOPaTOPHBIX
KOPPEKTUPYIOIIHE JeHCTBHSA; paboT,  9KCIEepTHOE
4. T1onB30BaTHCS HOPMATHBHO-TexHUuecKo]| HAOMONeHHE
JTOKyMEHTaIuen B oGacty BPITTOTHCHIS
MH()OKOMMYHHUKAIIMOHHBIX TEXHOIOTHIA; HpaKTHICCKAX
5. BBINOJNHITE MOHHUTOPHUHT aMHHUCTPUPYEMO] pabor, OLICHKA
nH(pOpMaTMOHHO- KOMMyHHKaruonHoj PEHCHHA
CHCTEMB CUTYallMOHHBIX
6. KOH(HIypHpPOBaTh OIEPALMOHHBIC CHCTEMBI | SoAdd OLCHKA
CETEBHIX YCTPOHCTB. fiporecca 1
7. WCHOJIb30BAThH COBpEMEHHEIE meToppr | PE3Y/IPTATOB
KOHTPOJIS npou3BoauTeNnbHOCTH | BPHTOTHCHIA  BHOB
WHPOPMAITMOHHO-KOMMYHUKAIIIOHHOMH paboT Ha MpaKTHKe
cHCTeM
8. Jokanmm3oBaTh OTKa3 W  HMHUIMHPOBATH
KOPPEKTUPYIOLLUE NEHCTBUS;
9. mpuUMEHATH HporpaMMHO-aNIapaTHbIC
Cpe/ICTBA IS TUarHOCTUKH OTKA30B M OLTHOOK
CETEBBIX YCTPONCTB
10. mpumeHsTH BHEIITHHE u MITaTHBIC
NpOrpaMMHO-alNapaTHbIe  CpeicTBa  JUIA
KOHTPOJISI  MPOU3BOJUTEIBHOCTH  CETEBOU
UHPPACTPYKTYPhI MH(GOPMAITUOHHO-
KOMMYHHKAIITHOHHOH CHCTEMBI
11. ucnonp3oBaTh MPOIETYpPHl BOCCTAHOBICHHS
JIAaHHBIX;
12. ompenensTb TOYKM BOCCTAHOBJICHUS JaHHBIX;
13. paboTtath ¢ cepBepaMu apXUBHUPOBAHHUA H
CpeJICTBaMHU  yINpaBIEHHUS  OINEParHOHHBIX
CHCTEM;
14. nonb3oBaTbCs HOPMAaTUBHO-TEXHUYIECKOH
JIOKyMEHTAI[1eH B obnacTu
WH(POKOMMYHHKAIIMOHHBIX TEXHOJIOTHI;
15. BBINIOJHATH IUIaHOBOE apXUBHPOBaHHE
IPOrpaMMHOTO obecreveHust
MOJIb30BATENILCKUX ~ YCTPOWCTB  COTJIACHO
rpaduky
16. cobmronath pouenypy YCTaHOBKHU

MPHUKJIATHOTO MPOTPAMMHOTO OOECTieueHHs B




17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

29.
30.

31.

32.

33.

34,

35.

COOTBETCTBHH C TPEOOBaHUSIMHU OpraHU3aLNH-
IIPOU3BOJUTEIIS;

HUACHTU(PHULINPOBATH WHIUJCHTHI,
BO3HHKAIOIIUE MTPU YCTAHOBKE MPOrPAMMHOTO
oOecrieyeHusi, W NPUHUMATh pELICHUE II0
M3MEHEHUIO POLEYPhl YCTAHOBKHY;
MOJIb30BATHCS HOPMAaTUBHO-TEXHUYECKOH
JOKyMeHTaIuen B obnacTtu
MH(POKOMMYHHKALIMOHHBIX TEXHOJIOTHH;
WCTIONB30BaTh  pa3lW4Hble  CpeAcTBa U
PEKUMBI ~ YCTaHOBKM W OOHOBIICHHS
MIPOTPaAaMMHOTO obecrieueHus
MH(POPMALIMOHHO-KOMMYHHUKAIIMOHHOM
CHCTEMBI, B TOM YHCIIC aBTOMAaTHUECKUE
HUACHTU(PULIUPOBATH WHIUJCHTHL,
BO3HHKAIOLIHE npu IIPOBEICHUH
MPEBAPUTEIIbHBIX UCTIBITAHUN;
HCTOJB30BaTh TMPOLEAYPHl BOCCTAHOBJICHHUS
JaHHBIX;

OMpeACIATh TOUKHU BOCCTAHOBJICHUA JAHHBIX]
OLIEHUBATH pHUCKHU [IEPEPHIBOB B
NPEIOCTABICHUN CEPBHCOB IIPHU HPOBEACHUU
HCIIBITAHMI;

NPpUMCHATH HOPMAaTHBHO-TEXHUYCCKYIO
JTOKYMEHTAITHIO B obractn
MH(POKOMMYHHKALIUOHHBIX TEXHOJIOTHH
AIMUHUCTPUPOBATH JJOKAJIBHBIC
BBIYHMCIMTCIIBHBIC CCTH,

MIPUHUMATh MEpHI o YCTPaHEHHIO
BO3MOYKHBIX COOEB;

co3llaBaTh ¥ KOH(HUTYPHPOBaTh Y4YETHEHIC
3allUCH  OTHEJIbHBIX  IOJIb30BaTeNiel |
MOJIb30BATENILCKUX TPYIII;

o0ecrevynBaTh 3alIUTy MPU MOJIKIIOYEHUH K
WHPOPMAIMOHHO-TEIIEKOMMYHHKAIIMOHHON
cetn «MHTEpHET» CpelcTBaMHU ONEepalOHHON
CHUCTEMbI

yCTaHAaBIUBATh UHPOPMAIMOHHYIO CUCTEMY,
co3laBaTb M KOH(HUIYpHPOBaTh Y4YETHbIE
3allUCH  OTHEJIbHBIX  IOJIb30BaTeliel |
MOJIH30BATENLCKUX TPYIIT,

PETUCTPUPOBATh TOAKIIOUYEHHE K JIOMEHY,
BECTH OTYETHYIO JOKYMEHTALUIO;
yCTaHaBIINBATh u KOH(QHTYpPHPOBAThH
AHTHBUPYCHOE IPOrpaMMHOE oOOecredeHue,
nmporpaMMHOe oOecriedeHre 0a3  JTaHHBIX,
nporpaMMHoe oOecriedeHne MOHUTOPUHTA;
pPErucTpupoBaTh MNOAKIOYEHUE K ITOMCHY,
BECTH OTYETHYIO JOKYMEHTALHUIO;
paccyuThIBaTh CTOMMOCTH JIMLIEH3MOHHOTO
[IPOTrPaMMHOTO o0ecrieueHust ceTeBoi
UHPPACTPYKTYPHI;

PacCYUTHIBATE CTOMMOCTD JIMIIEH3UOHHOTO
MPOrpaMMHOT0 00eCTIeYeHHUs CETEBOI
UHPPACTPYKTYPBL;

o0ecreuynBaTh 3alIUTY MPU MOIKIIOUYEHHH K
WHPOPMAIMOHHO-TEIEeKOMMYHHKAIIMOHHON




CCTH «I/IHTepHeT» cpeacTBaMu OHepaHI/IOHHOﬁ
CHUCTCMBI

3HaTh:

10.

11.

12.

13.

14.

15.

16.

JUTIEH3UOHHBIX TPeOOBaHUH O HACTPOUKE M
JKCILTyaTaIuu

OCHOB  apXHUTEKTYypbl,  YCTpOiicTBa U
(YHKITHOHUPOBAHUS BBIYHCITATEIHHBIX
CHCTEM;

MPHUHIIUIIOB OpTaHU3aIlii, COCTaBa U CXEM
paboThI OMEPAIMOHHBIX CUCTEM;

TpeOOBaHMI OXpaHBl TpyAa MpU padote
anmnapaTHbIMU, MPOrPAMMHO-ANIMAPATHBIMH |
MPOTPaMMHBIMHU cpezcTBami
aJIMUHUCTPHPYEMOH UHPOPMAITUOHHO
KOMMYHHKAIIMOHHON CHUCTEMBI [Mopsno
YCTaHOBKHM HM BBOJA B 3KCIUTyaTalldi0 CPEJICT
3alIUTHI THPOPMAITUH B KOMITBIOTEPHBIX CETSX]
NIPUHLIUIIOB (YHKIMOHUPOBAHUS
afrmapaTHbIX, MPOrpaMMHBIX W IIPOrpaMMHO-
anmapaTtHbIX CPEICTB aJMHHUCTPHPYEMOU
CeTH;

pEerylaMeHTOoB MIPOBEICHHSI
MPOMOUITAKTHIECKUAX pabot Ha
aJIMUHUCTPHUPYEMOU nH(pOopMaMOHHO-

KOMMYHUKAIIMOHHON CUCTEME;

YCTpOICTBA ¥ PUHITUIIOB PabOThHI KaOeThbHBIX
U CETEBBIX aHAJIH3aTOPOB

CpeJICTB rI1yOOKOTOo aHayim3a
MHPOPMAITOHHO-KOMMYHHUKAIIMOHHOM
CHCTEMBI;

MCTPUKH IMPOU3BOAUTCIIBHOCTH
AIMUHUCTPUPYEMOU WHPOPMAITUOHHO-
KOMMYHHKAIIHOHHOH CHCTEMBI

perilaMeHTOB HPOBEACHUS
NPOPUITAKTHYECKHX pabot Ha
aJIMUHUCTPHUPYEMO nH(pOpMaMOHHO-

KOMMYHHMKALIMOHHON CHCTEME;

TpeOOBaHUI OXpaHbl Tpylda NHpu padoTe ¢
CETEBOM ammapaTypoll agMUHUCTPUPYEMOU
MH(POPMALIMOHHO-KOMMYHHUKAIIMOHHOM
cucreme

00IMX MPUHIHUIIOB (PYHKIIMOHUPOBAHHS
anmapaTHbIX, IPOrPaMMHBIX U IIPOTPaMMHO-
anmapaTHbIX CPEACTB aAMUHUCTPUPYEMOI
WHPOPMAITMOHHO-KOMMYHHUKAIIHOHHOM
CUCTEMBI;

MEXIYHApOIHBIX  CTaHIAPTOB  JIOKAJBHHBIX
BBIYUCITUTEIBHBIX CETeH

perylaMeHTOB MPOBEICHHUSI
npopUIAKTHYECKIX pabort Ha
aJMUHUCTPUPYEMOM nHPOPMALIUOHHO-

KOMMYHUKAIIMOHHOM CUCTEME

TpeOOBaHUI OXpaHBl TpyAa Hpu padoTe ¢
CETEeBOH ammapaTypol aJIMUHUCTPUPYEMOMN
UHPOPMAIMOHHO-KOMMYHHUKAIIHOHHOM
cucreme

JMLEH3MOHHBIX TpeOOBaHMS IO HACTPOWKe

YCTaHaBJIMBAEMOT'O IIporpaMMHOI'0O

TECTUPOBaHHE,
9K3aMeH
KBaTU(UKAITMOHHBIH,
9KCIIEPTHOE
HAOJIOICHUE
BBITTOJTHEHHS
7a0opaTOPHBIX
paboT, SKCTIepTHOE
HAOJIOICHUE
BBITTOJTHEHUS
MPAKTUIECKUX
pabort, oreHKa
peleHust
CUTYaIMOHHBIX
3aj1a4, OIIEHKa
nporiecca u
pe3yIbTaTOB
BBITTOJTHCHUS BUJIOB
paboT Ha mpakTHkKe




17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.
32,

33.

34.

35.

36.

obecrieueHus

THTIOBBIX MIPUYUH VHITU/ICHTOB,
BO3HUKAIOIIUX TIPHU YCTAHOBKE MPOTPAMMHOT0
obecrieueHus

TpeOOBaHMII OXpaHBl Tpyda NHpu padore ¢
anmapaTHBIMHU, [IPOTPaMMHO-ANIIapaTHEIMU U
MPOrpaMMHBIMU CpeICTBaMH
aJIMUHHCTPUPYEMOI
WH(POKOMMYHHUKAITIOHHONW CUCTEMBI

THTIOBBIX 0110 (314 %0) u CTaHJIaPTOB
OOHOBJICHUSI TMPOTPAaMMHOTO  OOECIICUCHUS
TEXHUYECKUX CPEJICTB;

JUTIEH3UOHHBIX TpeOOBaHWN 10 HACTPOUKE
OOHOBJIIEMOTO MPOTPAMMHOTO 00ECIICUCHUS
MIPUHIIATIOB (hyHKITHOHUPOBAHUS
anmapaTHBIX, MMPOTPAMMHBIX M MPOTPaMMHO-
anmnapaTHbIX CPEACTB  aAMUHHUCTPUPYEMOM
ceTu

APXUTEKTYPHI allllapaTHBIX, MPOTPAMMHBIX U

MIPOrPaMMHO-aNIapaTHbIX CpEICTB
AIMUHUCTPUPYEMOU WHPOPMALTUOHHO-
KOMMYHHUKAIHOHHO# CHCTEMBI

pEerIaMeHTOB HPOBEICHUS
NPOPUIAKTHYECKIX pabor Ha
aIMHHHCTPHUPYEMOi UH(OPMALMOHHO-

KOMMYHHKAIIMOHHOW CHCTEMBI,

TpeOOBaHUI OXpaHbl Tpylda Hpu pabore ¢
CETEBOM ammapaTypoil aJMUHUCTPUPYEMOU
UHPOPMAITMOHHO-KOMMYHHKAIIHOHHOM
CHUCTEMbI

OCHOBHBIC HAITPpaBJICHUA aIMUHUCTPUPOBAHUA
KOMITBIOTEPHBIX CETEI;

THUIIBI CEPBEPOB, TEXHOJIOTHIO «KITUCHT-
cepBepy;

KJIacCHU(UKAITHIO MPOTPaMMHOTO
00eCreYeHns CETeBhIX TEXHOIOTUH, 1 00J1aCcTh
€TI0 MPUMECHCHUA

TMOPAA0K U OCHOBBI JIMIICH3UPOBAHUA
MPOrPaMMHOT0 00ECTICUCHHS;

OIICHKY CTOUMOCTH POrpaMMHOTO
obecrieyeHUs B 3aBUCHMOCTH OT criocoba H
MECTa ero UCTIOJIb30BaHHUS

OCHOBHBIC HaTPaBJICHHSI
AJIMUHUCTPUPOBAHUSA KOMIIBIOTECPHBIX CeTeﬁ;
TIOPSIJIOK MCTIOJIh30BaHUSI KIIACTEPOB;

MOPSIIOK  B3aMMOJEHCTBUSL  Pa3IMYHBIX
OI€palfMOHHBLIX CUCTEM

KIIacCH(UKAITHIO MPOTPaMMHOTO
o0ecrieyeHus CETEBBIX TEXHOIOTUH, 1 00J1acTh
€ro NpUMEHEeHHUs

IMopAa0K u OCHOBbBI JIMICH3UPOBaHUA
IPOrPaMMHOT0 O0eCIIeUeHHsI

OLIEHKY CTOMMOCTH IPOrpaMMHOT0
obecreyeHnsi B 3aBHCHUMOCTH OT CIOco0a U
MECTa ero UCTIOJIb30BaHHUS

CHOCOOBI YCTAaHOBKH U YIIPABJICHUS
cepBepom;




37. MOPSIOK UCIIOHL30BAHUS KIIACTEPOB;

38. MopsI0K B3aUMOJCHCTBHS Pa3IMUHBIX
OTIEPAI[MOHHBIX CUCTEM;

39. anropuTM aBTOMaTH3AIMU 33724
00CTyXKUBaHUS;

40. TEeXHOJIOTHIO BEJICHHSI OTYCTHOMN
JIOKYMEHTAITUH;

41. kmaccu(UKaIMIO MPOTrPaMMHOTO
o0ecrieYeHUs CETEBBIX TEXHOJIOTUH, U
0071acTh €ro NpUMEHCHHS,

42. OpSAJ0K U OCHOBBI JIMIICH3UPOBAHUS
MIPOTPAaMMHOTO 00CCIICUCHHS;

43. OlEHKY CTOMMOCTHU TIPOTPAMMHOTO
oOecrieveHus: B 3aBUCUMOCTH OT CIIOco0a u
MeCTa ero UCTIOIb30BaHHUS

OK

OK 01 BeiOupathb criocoObI perieHus 3a1ad
po(heCCUOHANBHON JIEATSIIbHOCTA TPUMEHHUTEIBHO K
Pa3INYHBIM KOHTEKCTaM

OK 07 CopnelicTBOBaTh COXPaHEHUIO OKpY KatoIIei
CpeIlbl, pecypcocOepeKeHHI0, TPUMEHATh 3HAaHUS 00
M3MEHEHNH KIIMMAaTa, IPUHIUIIBI OEPEKITUBOTO
MPOM3BOJCTBA, 3P (EKTUBHO JICHCTBOBATH B
‘Ipe?’BBILIaI\/'IHI)IX CUTyalusax

HNurepnperanus
pe3yabTaTOB
HaOI0ACHUH 3a
JESITENbHOCTBIO
00yJaromerocs B
IpoLiecce OCBOCHUS
o0pa3oBaTenbHON
IIPOTrPaMMBbl

OKcnepTHoe
HaOJIroIeHNE U
OIIeHKa Ha
1abopaTopHO -
MIPAKTUIECKUX
3aHATHSX, IPU
BBINIOJTHEHUH padoT
1o y4eOHOU U
MIPOU3BOJICTBEHHOM
MpaKTHKaM DK3aMeH
KBaJIM(PUKALMOHHBII

3. OLIEHKA OCBOEHUS YYEBHOM JUCHUILIMHBI:




3.1. ®opMBbI U METOBI OIlEHMBAHUS

[IpenmeToM OIEHKH CIy>KaT YMEHHUS M 3HaHU, npexycMmoTpeHHsle PI'OC mo nucruIuvHe,
HarnpasJIeHHbIE Ha (pOopMUpOBaHUE OOLIMX KOMIIETEHIINH.

HuddepeHuupoBanHblii 3a4eT MO OUCHUIUIMHE TPOBOAWUTCS B OAMH dTam. [lepBwiii sTam —
TEeOopeTHIecKas 9acTh, Ha KOTOpPYIo oTBoAuTCS 20 MuHYT. Ha MTOTOBYIO aTTeCTayio CTYACHTHI CYUTAIOTCS
JIOTTyIIeHbI, ecir 0610 caHo 80% mabopaTopHbIX padoT. [Ipuxonat nmoarpynmamu mo 8-10 genosex.

MakcuManbHOE KOJIUYECTBO 0alIoB 10 JU(QPEpeHIIMpOBAaHHOMY 3a4eTy — 12. 3a TEOpETHUECKYIO
YacTh MOXHO TOJy4UTh 10 12 GammoB, 6 6aiioB 3a CaMOCTOSITETTFHBIN paccka3 U 6 0aJioB 3a OTBETH HA
BOTIPOCHI, 32 K&K/IBIIA BOIIPOC MOKHO MONYIUTH 1 Oasr.

UToOBI MOMYYHUTH OLEHKY «yIOBIETBOPUTEIBHO», HEOOX0AMMO Habpath oT 4 10 7 6ajioB, 4TOOBI
MOJYYHUTh OLEHKY «XOpOLIo», HeoOxoaumo HaOpaTh oT 8 A0 10 GamioB, 4TOOBI MOJMYYHUTH OLEHKY
«OTIUIHOY», HeoOXxoamMo Habpath oT 11 mo 12 Gamios.

3.2. TunoBkle 3axaHNs 1JIs1 OLIEHKH OCBOCHHS YU4eOHOM TUCIMIIIMHBI

3.2.1. TunoBble 3agaHust AJ1s1 OLlEHKH 3HAHUH pa3aena 1
1) Ycrublii onpoc
Omnpoc, B KOTOPOM H3MepsieTcs YPOBEHb 3HAHUN U YMEHHI IIpo MPOAEHHOM TeMe.
2) IlpakTH4YecKoe 3aHATHE
[IpakTuueckoe 3aHATHE, B KOTOPOM MPEICTAaBICHBI MPOOJIEMHBIE 3alaHHe, B KOTOPOM OOYyYaroLeMycs
IpeIJIaraloT OCMBICIUTH PEANbHYIO MPOQECCHOHAEHO-OPHEHTHPOBAHHYIO CHTYAIUI0, HEOOXOIUMYIO
JUTSL PELICHUS JAHHOH MIPOOIEMBI.
3) KonTpoannas padora
PaboTta, B KOTOpOIi M3MepsieTcsi YpOBEHb 3HAHWH, YMEHHH 1O IMpoiineHHOMY paszaeny. [IpoBoauTtbcst B
MUCBMEHHOH (opme.

3.2.2. TunoBble 3a1aHus AJIs1 OLEHKH 3HAHMI pa3jesia 2
1) YcrHblii onpoc
Onpoc, B KOTOPOM H3MepsieTcs YPOBEHb 3HAHUN U YMEHHI IIpo MPOiIeHHOM Teme.
2) IlpakTHyeckoe 3aHATHE
[IpakTuueckoe 3aHATHE, B KOTOPOM NPEICTAaBICHBI MPOOJIEMHBIE 3alaHHe, B KOTOPOM OOYyYaroLieMycs
NpeJIaraloT OCMBICIUTh PEANbHYI0 MPOECCHOHANLHO-OPHEHTHPOBAHHYIO CHTYAaIUI0, HEOOXOIUMYIO
JUTSL PEICHUS TAHHOW TPOOJIEMBI.
3) KonTpoJbHasi padota
Pabora, B KOTOpOIi M3MepsieTcss YpOBEHb 3HAHW, YMEHUH I0 MpOWIeHHOMY pasznueny. lIpoBoautbes B
MMUCBMEHHOH (opme.

4. OueHoYHbIe MATEPUAJIBI /ISl ATTECTALMM 10 YYeOHOH JHCHHIIUHEe

[IpenMeTOM OLICHKH SBISAIOTCS YMEHUS W 3HaHUA. KOHTpOJIb M OIEHKAa OCYLIECTBIIAIOTCA C
UCITIOJIb30BaHUEM CIIeyIomux (GopM W METOJOB: TecTHpoBaHWe, 3k3amMeH 1o MJK, skcnepTHOe
HaOJIro/IeHNe, BBITIOIHEHHS JTa00paTOPHBIX PaboT, SKCIIEPTHOE HAOIIOICHNE BHIMOIHEHUS TPAKTHYECKUX
paloT, OlLlEHKa PELICHUs] CUTYalMOHHBIX 3ajiad, OLEHKa NpOLEecca W Pe3yJbTaTOB BBIMOJIHEHHUS BUIOB
paboT Ha MpaKTHUKe, YCTHBIA MHIAMBUYILHBINA OMPOC.

I. [TIACIIOPT

Ha3znayenmue:

KoHTponbHO-01IeHOYHBIN MaTepuan TpeaHa3HaueH i KOHTPOJIS W OIEHKH pPEe3ylIbTaTOB OCBOCHUS
yuaeOno# muctmmuinHbl: OI1 07 omepartnoHHbIE CUCTEMBI U CPEIIBI

no crieransHoctu CIIO: 09.02.06 «CeTteBoe M CHCTEMHOE aIMUHUCTPUPOBAHUE

Ymenus

1. wneHTMQUUIMPOBATL W OLEHUBATH CTENEHb KPUTHYHOCTH MHIMICHTOB, BO3HHMKAIOIIMX IPH
YCTaHOBKE M pPabOTe€ NPOTrpaMMHOTO OOECHeYeHUs, W NPUHUMATH PEIICHHE [0 W3MEHEHUIO
MPOIIETyPHl YCTAHOBKH;
YCTPaHATh BOSHUKAIOIINE UHUIUJICHTHI;
JIOKaJIU30BaTh OTKA3 U HHULUUPOBATH KOPPEKTUPYIOIINE NEHCTBUSA;
0JIb30BaThCSl HOPMATHBHO-TEXHUYECKOW JOKyMEHTalMed B 00JacTH HMH(OKOMMYHHKAIIMOHHBIX
TEXHOJIOTHH;

WD
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BBITIOJTHITh MOHUTOPHUHT aJIMUHUCTPUPYEMOI HHPOPMAITHOHHO- KOMMYHUKAITHOHHON CHCTEMBI,
KOH(UTYpHPOBATH OTEPAITMOHHBIC CHCTEMBI CETEBBIX YCTPOUCTB.

WCIIOJIb30BaTh COBPEMCHHBIC METOBl KOHTPOJS IPOU3BOIAUTEIBLHOCTH HH()OPMAIMOHHO-
KOMMYHUKAI[MOHHOM CUCTEM

JIOKaJIU30BaTh OTKA3 U HHULUUPOBATH KOPPEKTUPYIOLLUE ACHCTBUS;

MPUMEHSATH MPOTrPaMMHO-AINAPATHBIC CPEACTBA JJIs TUATHOCTHKH OTKAa30B U OIIMOOK CETEBBIX
YCTPOMCTB

NPUMEHATh BHEIIHWE W IITAaTHbIE MPOTrpaMMHO-aIapaTHble CpEeJACTBa JUIsi  KOHTPOJIS
MIPON3BOAUTEIHLHOCTH CETEBOM MHPPACTPYKTYPHI HH(POPMAITMOHHO-KOMMYHHKAITHOHHON CHCTEMBI
HCMOJIb30BaTh MPOLEAYPH! BOCCTAHOBIICHUS JAHHBIX;

ONPEAEIISATH TOUKH BOCCTAHOBIICHUS TaHHBIX;

paboTaTh ¢ cepBepamMy apXUBHUPOBAHUS M CPEICTBAMH YIIPABIECHUS OMEPAMOHHBIX CUCTEM;
OJIb30BaThCSl HOPMATUBHO-TEXHUYECKOW JOKYMEHTaIue B 001acTi WH(POKOMMYHHUKAIIMOHHBIX
TCXHOJIOTHif;

BBITIOJIHATh IUIAHOBOE ApPXUBHPOBAHHWE IPOTPAMMHOTO 0OECIeUeHUs IOJIb30BaTEIIbCKUX
YCTPOMCTB COTJIACHO IrpaduKy

COOJIFOIaTh MPOLECAYPY YCTAHOBKU MPHUKIIAHOTO TPOTPAMMHOI0 00ECIIeUeHUsI B COOTBETCTBUU C
TpeOOBaHISIMH OpTaHU3AINN - IIPOU3BOTUTEIIS;

UAeHTH(DUIMPOBATh WHIUJACHTHI, BO3HUKAIOIINE P YCTAHOBKE MPOTPAMMHOTO O0ECTICUeHUS, U
MPUHUMATh PELICHUE IO U3MEHEHUIO MPOLEIYPbl YCTAHOBKH;

MTOJIE30BaThCSl HOPMATHBHO-TEXHHYECKOW JOKYMEHTanue B 001acT WHPOKOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI;

WCIIOJIb30BaTh Pa3IMYHbIE CPEICTBA M PEKUMBl YCTAHOBKM M OOHOBJICHUS IPOrPaMMHOTO
oOecrieueHuss ”HPOPMAIIMOHHO-KOMMYHHUKAIMOHHOM CUCTEMBI, B TOM YHUCJIC aBTOMATHUECKUC
WIeHTH(UIMPOBATH HHIIUACHTHI, BO3HUKAIOIINE TIPY POBEICHUH ITPEIBAPUTEIHHBIX NCIIBITAHUI,
HCMOJIb30BaTh MPOLEAYPHl BOCCTAHOBIICHUS JAHHBIX;

ONPEAEIISTh TOUKHM BOCCTAHOBJICHHUS TAHHBIX;

OLICHUBATh PUCKHU NEPEPHIBOB B IPEAOCTABICHUH CEPBUCOB IPH MIPOBEACHUM UCTIBITAHUI;
MIPUMEHATh HOPMAaTHBHO-TEXHUYECKYIO JTOKYMEHTAIMI0 B OO0JIACTH WH(POKOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI

aIMUHUCTPUPOBATH JIOKAJIIbHBIE BEIYMCIUTEIIBHBIE CETH;

MIPUHUMATE MEPHI 110 YCTPAHEHUIO BO3MOXHBIX COOEB;

CO03/1aBaTh U KOH(UTYPUPOBATH YUETHBIC 3AIIMCH OT/CIIbHBIX T10J1b30BATEIICH U MOIB30BATEIBCKUX
TPYIIL;

o0OecrieunBaTh 3allUTy TPU TOJKIOYEHHH K WH(GOPMAIMOHHO-TEIIEKOMMYHHKAIIMOHHONW CEeTH
«HTEepHET» CPEACTBAMU ONEPALIMOHHON CUCTEMBbI

yCTaHABIUBATh HMH()OPMALIMOHHYIO CHCTEMY

C03/1aBaTh U KOH(OUTYPUPOBATH YUETHBIE 3AIMCH OTJEIBHBIX T0JIH30BATEIICH U TOIH30BATEIHCKUX
rpymi;

pETUCTPUPOBATH MOJKIIOYEHUE K IOMEHY, BECTU OTYETHYIO IOKYMEHTAIUIO;

yCTaHABJIMBATh U KOH(QUIYPUPOBATh aHTHUBUPYCHOE MPOrpaMMHOE O0eCleYeHHe, MPOrpaMMHOE
obOecrieueHne 0a3 JaHHBIX, NOpOrpaMMHOE OOecliedeHne MOHUTOPHHTA; PETUCTPUPOBATH
MOJKIIIOUEHHUE K IOMEHY, BECTH OTYETHYIO IOKYMEHTAIIUIO;

pacCUMTBIBATh ~ CTOMMOCTH  JIMIICH3MOHHOTO  NPOTPAMMHOIO  OOECICYCHUS  CETEeBOH

MHPPACTPYKTYPHI;
paccYUTHIBATH CTOMMOCTB JIMIIEH3MOHHOI'O IIPOIPaMMHOI0 00€CIIeYeHUs CEeTEBOH

UHPPACTPYKTYPHL;

o0ecrnevnBaTh 3amuTy IPHU HOKIIOYSHUN K MTHPOPMAIIMOHHO-TEJICKOMMYHHUKAITMOHHOM ceTh «HTepHeT»
CpEeJICTBAMU OTIEPAIlMOHHON CUCTEMBI
3Hanuda

1

2.
3.
4

JUIIEH3NOHHBIX TPEOOBAHUI 110 HACTPOHKE M IKCIITyaTaIlH

OCHOB apXHUTEKTYpPHl, yCTPOHUCTBA U (PYHKIIMOHUPOBAHHS BEIYUCIUTEIBHBIX CHCTEM;

MPUHLIMIIOB OPTaHU3AINH, COCTAaBa M CXeM pabOTHI ONEPAMOHHBIX CUCTEM;

TpeOoBaHMI OXpaHBl TpyJa Npu paboTe C ammapaTHBIMH, MPOTPAMMHO-ANIAPATHBIMH U
MPOrPaMMHBIMHU CPEACTBAMH aIMHUHUACTPUPYEMOH HH(OPMALMOHHO-KOMMYHHUKAITHOHHON CUCTEMBI
[Nopsiiox ycTaHOBKM W BBOJIA B OKCIUTyaTaIMIO CPEJICTB 3aIUTHI MHQOPMAIMA B KOMIBIOTEPHBIX
CeTsX;
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10.

11.

12.

13.
14.

15.

16.
17.
18.

19.

20.
21.

22.

23.

24,

25.
26.
217.
28.
29.

30.
31.
32.
33.
34,
35.

36.
37.
38.
39.
40.
41,

42.
43.

IPUHIMIIOB (DYHKIMOHUPOBAHMSA amlapaTHBIX, IPOTPaMMHBIX M IIPOrpaMMHO-aNNapaTHBIX
CPEICTB aIMUHUCTPUPYEMOI CeTH;

periIaMeHTOB MPOBEACHUS MPOQUIAKTHIECKUX PaOdOT Ha aIMUHHUCTPUPYEMOH HH(POPMAaLMOHHO-
KOMMYHUKAIIHOHHOM CHCTEME;

YCTPOMCTBa U IPUHIHUIIOB PaOOThI KAOEIbHBIX U CETEBBIX aHAJIH3ATOPOB

CPEICTB IIyOOKOro aHaan3a HH(GOPMALMOHHO-KOMMYHHUKAIIMOHHON CHCTEMBI;

METPUKH TPOU3BOAUTENBHOCTH aJMHHUCTPHPYEMOH HH(POPMAIMOHHO- KOMMYHHUKAIIMOHHOM
CHCTEMBI

PErIaMeHToB NMPOBEACHUS NMPOPIIAKTUUECKUX PaOdOT Ha aIMUHUCTPUPYEMOH NH(POPMALMOHHO-
KOMMYHUKAIIHOHHOM CHCTEME;

TpeOOBaHUII OXpaHBl TpyAa MNpH pPadOTe C CETeBOH ammapaTypoidl aJAMHHHCTPHPYEMOM
MH()OPMaIMOHHO-KOMMYHHUKAIIIOHHO cucteme

00MmKX MPUHIHUNOB (PYHKIIMOHUPOBAHKS AlIIaAPATHBIX, TPOTPaMMHBIX M IPOrPaMMHO-
amnmapaTHBIX CPEJCTB aAMUHUCTPUPYEMOI HH(POPMALIMOHHO-KOMMYHHUKAITHOHHON CUCTEMBI;
MEXIYHApOIHBIX CTAHAAPTOB JIOKAJIbHBIX BEIYMCIUTENIBHBIX CETeH

PErIaMeHToB NMPOBEACHUS NMPOPHIAKTUUECKUX PabOT Ha aIMUHUCTPUPYEMOH NH(POPMALMOHHO-
KOMMYHUKAIIMOHHOM CUCTEME

TpeOOBaHMI OXpaHbl Tpyda MNpu paboTe ¢ CeTeBOW ammapaTypod aJIMHHUCTPUPYEMOU
MH(POPMAMOHHO-KOMMYHHUKAIIHOHHOH cucteme

JUIIEH3UOHHBIX TPeOOBAHMS IO HACTPOIKE yCTaHABIMBAEMOTO MIPOrPAMMHOT0 00ECTICUSHHUS
TUIIOBBIX NPHUYUH MHIUJACHTOB, BOSHUKAIOIIUX IIPHU YCTAHOBKE IIPOTpaMMHOI0 obecrieueHus
TpeOOBaHMI OXpaHbl Tpyna MHOpu paboTe ¢ anmapaTHbBIMM, IIPOrPAMMHO-ANNAPATHBIMH U
NPOTrPaMMHBIMH CPEJCTBAMH aJIMHUHUCTPUPYEMOH HHHOKOMMYHUKAIIMOHHON CUCTEMBI

TUTIOBBIX TIPOLEAYp W CTaHAapTOB OOHOBJICHHsI MPOrPAMMHOTO OOECTIeYeHUS TEXHHUYECKHX
CpEICTB;

JUIICH3NOHHBIX TPEOOBAHUI M0 HACTPOHKE OOHOBIISIEMOTO MTPOrPAMMHOT0 00eCTieueHUs
NPUHIMIIOB (QYHKIMOHUPOBAHMS aNMapaTHBIX, MPOTPaMMHBIX M IPOTPaMMHO-AMNapaTHBIX
CPEACTB aIMUHACTPUPYEMOU CETH

ApXUTEKTYpbl  ammapaTHbX, MPOTPaMMHBIX M NPOrPaMMHO-AIIApaTHBIX  CPEICTB
aJIMUHHUCTPUPYEMOI MH(OPMAITMOHHO-KOMMYHHUKAIIMOHHOW CUCTEMBI

periIaMeHTOB MPOBEACHUS MPOQUIAKTUIECKUX padOT Ha aIMUHHCTPUPYEMOH WHPOPMAIMOHHO-
KOMMYHHMKALMOHHON CHCTEMBI;

TpeOOBaHMI OXpaHbl TpyAa MNpU padOTEe ¢ CETeBOM ammapaTypoll aJIMHUHHCTPUPYEMOM
UHPOPMAITMOHHO-KOMMYHUKAIIMOHHOM CUCTEMBI

OCHOBHbIE HalpaBJIeHUs aAMUHUCTPUPOBAHHS KOMIIBIOTEPHBIX CETEH;

THUIIBI CEPBEPOB, TEXHOJIOTHIO «KJINEHT-CEPBEPY;

KJIaCCU(UKAIHIO IPOTPAMMHOTO 00ECTICUSHHST CETEBBIX TEXHOJIOTHA, K 00JIACTh €ro MPUMEHEHNUS
MOPAAOK U OCHOBBI JIMIICH3UPOBAHWA IPOTPpaMMHOT0 O6eCHe‘IeHI/IH;

OLIEHKY CTOMMOCTH IIPOIPaMMHOI0 OOECHe4YeHHsI B 3aBUCHMOCTH OT crocoba W MecTa €ero
WCTIOJIb30BaHUS

OCHOBHBIC HAIIpaBJICHUA aIMUHUCTPUPOBAHUSA KOMIIBIOTCPHBIX ceTeﬁ;

MOPSIIOK MCIIOJIb30BAHUS KJIACTEPOB;

MOPSIIOK B3aMMOJICHCTBUS pa3IMYHBIX ONEPALIIOHHBIX CUCTEM

KJIaCCU(UKAIHIO IPOTPAMMHOTO OOECTICUeHHUST CETEBBIX TEXHOJIOTHI, U 00JIACTD €T0 TPUMEHEHUS
MOPSIIOK M OCHOBBI JIMLIEH3UPOBAHUS IPOIPAMMHOr0 00ecTieyeHus

OLIEHKY CTOMMOCTH IPOrPaMMHOI0 OOECIHeyYeHHsI B 3aBUCHMOCTH OT crocoba W MecTa €ero
WCTIOJIb30BaHUS

CIOCOOBI YCTAHOBKH M YITPABJICHHUS CEPBEPOM;

MOPSAZOK UCIIOJIb30BaHUS KJIaCTEPOB;

IMopAa0K BSaHMOHeﬁCTBHH Pa3IIMYHBIX OIICPALMOHHBIX CUCTEM,

AJITOPUTM aBTOMAaTU3aluX 3aaa4 O6CJ'Iy}KI/IBaHI/I$[;

TEXHOJIOTHIO BEACHUS OTUYETHOM JOKYMEHTAIINY;

KJIacCU(UKAIHIO TPOTPAMMHOTO 00ECTIEUeHHNs CETEBBIX TEXHOJIOTHH, U 00JIACTb €T0
IIPUMCHCHUSA

IMOPAOO0K U OCHOBBI JIMIICH3UPOBAHWA IIPOI'paMMHOI0 O6CCH6‘ICHI/IH;

OLIEHKY CTOMMOCTH IIPOrPaMMHOI0 o0ecreueHus B 3aBUCUMOCTH OT CIIOC00a U MECTa ero
WCTIOJIb30BaHUS



‘ 1. SAHJAHUE JUIA DK3AMEHVYIOHIEI'OCA. Bapuant Ne 1

BapmuanTt 1

3ananne Nel

OTtBeThTe Ha Bompoc: ONMUIINTE CTPYKTYPY OMEPANNOHHON CHCTEMBI
Hucmpyxkyua:

1)BHuMaTenpHO MPOYUTATH BOIPOC U MOJATOTOBUTHCS K OTBETY
Bpems Boinosinenus 3aganusi 20 MUHYT

®opma BbINOJTHEHUsI 3aaHusA Nel: yCTHBIM 0TBeT HA BOIIPOC

JlutepaTypa Ajis 00yyalOImMXcs: He MPEeLYCMOTPEHO

I1l. TAKET 5K3AMEHATOPA

1. YCJIOBUA

K 3auemy donyckaiomcs cmyoenmoi, coasuiue 80% nabopamophuix pabom.
Ipuxooum nooepynna no 8-10 uenosex

KouimdecTBO BapnanToB 3aganus s dk3amenyomerocst —20.

Bpems BbinosiHeHus 3aaaHust — 20 MUHYT.

JTaJIOHBI OTBETOB

JK3aMeHAllMOHHAS BeJOMOCTh

2 KPUTEPUM OLIEHKUA
IToxa3aTenu BBINOJHEHUS 3aJaHUS
Ne m.im Kpurepuit Ornenka
(6amn1)
1 [losHOTA YCTHOTO OTBETA 1o 12 6amoB
2 [TpaBMIIEHOCTP BHINIOJTHEHHUS IPAKTHYECKOTO 3aJaHUs 0 6am10B
Hroro 12 6amna
Kpurepnn onenku
Ouyenka Kon-60 b6annos
«OTJINYHOY or 11 no 12
«XOPOLIOY or7 no 10
«YJIOBJICTBOPUTEIIHHO) ot 4 10 6

5. lpuioxenus. 3axaHnus AJisl ONEHKH OCBOECHHUS THCHUIIIMHBI
JlabopaTtopHas padota 1
Nzydenune 6a30BbIx komaH Linux.
OcHoeHble meopemuuecKkue c6e0eHus

Henn: [lepBruyHOE 3HAKOMCTBO C KOMaHIHBIM UHTEPIPETATOPOM. M3yueHre 6a30BbIX KOMaH/I
OTIEPAIIMOHHOM cucTeMbl Linux.

TeopeTrnyeckasi 4acTb:



Cpelu Bcex DJIEMEHTOB OIEPAllMOHHON CHCTEMbI LinuxX caMbIM BaKHBIM, SIBIISICTCSI KOMaHTHAs! CTPOKA
(Tepmunai). O601049Ka BO MHOTOM OIIpeieiisieT 00raThie BO3MOYKHOCTH M THOKOCTh OIEPAIMOHHON
cuctembl Linux. C moMoIIp0 KOMaHIHOW CTPOKH MOYKHO BBITIOJIHATH JACHCTBUS, KOTOPBIC ObLIH ObI
HEMBICIIMMEI TIPU paboTe ¢ rpadUIeCcKUM IM0JIb30BaTebckiuM nHTepdericom. HezaBucumo ot toro, KDE
nmn GNOME, oka3sIBaeTcsl, 9TO MHOTHE IEHCTBUS Topasno ObicTpee U A (HEeKTUBHEE BHITOTHUTE,
MOJIB3YSICh TOJILKO KOMaHIHOU cTpokoi. OcBoeHne Linux CTOMT HAYMHATEL C U3YyUYCHHUS CPEJICTB
KOMaH/THOH 000JI0YKH.

Dajiyibl 1 HUYero Kkpome (aiision

Bce, ¢ ueM BbI BcTpeTnTech B oniepanimoHHO#N cructeMe Linux, - aTo daitmer. AGcomoTHo Bee! OueBUAHO,
YTO TEKCTOBBIN JOKYMEHT - 9T0 (aiin. M3o6paxenus, aynuonannsie B popmate MP3 1 BugeopparMeHTsI
- 9TO HecOMHEeHHO (haiinbl. KaTanoru - 310 Toxe ¢aiiibl, conepxaiiie HHPOPMAIHIO 0 JPYrux Qaiinax.
JlnckoBBIe yeTpoicTBa - 3TO Oombiue daiinsl. CeTeBble COeTUHEHHUS ToKe (halibl. Jlaske HCITOMHICMBIH
nporiecc - 3710 Qaitt. C TOUKH 3peHus ONepanOHHOMN cucTeMbl Linux ¢aiin npeacTaBiseT co0ol OTOK
ouroB mim 6aliToB. CricTeMa HE HHTEpECYeTC sl TEM, YTO O3HAYAET KaXIbli 0alT. ITO 3a00Ta KOHKPETHBIX
MIPOTpaMM, BBITIOIHSIOINXCS B ONEpallnoHHOM cucteme Linux. Jlnis onepannoHHOM crcteMbl Linux u
JIOKYMEHT, M CETeBOE COSAMHEHNE BCEeTo JUIIb (haitnbl. Kak 00pabaTeiBaTh TEKCTOBBIN JOKYMEHT, 3HAET
pEmaKkTop, a CeTeBOe MPUIIOKEHUE YMEET paboTaTh C CETEBBIM COSTMHEHUEM.

B otimane ot Windows n MacOS B oneparmionHo# cucteMe Linux umena (haidiioB 4yBCTBUTEIBHBI K
perucTpy cuMBOJIOB. B wactHOCTH, BEI MOKETEe BCTPETUTH B OTHOM KaTajiore Bce TpH (aiiia KoTopble
NPUBECHBI HIDKE B KAY€CTBE IPHMeEpa:

o Sit.txt
e slt.txt
e SIT.txt

C Touku 3peHus GaisoBoi onepaunoHHON cucTeMbl Linux - 310 pasnuunbie uMeHa Qaiinos. Eciin Bbl
MOITBITAETECh CO3AaTh (Paiiibl ¢ ITUMH ke nmeHamu B Windows i MacOS, To BeposiTHee Bcero
MIOITBITKA YBEHYAETCS IPOBAJIOM, U CHCTEMa NPeNIoKUT Bam BBIOpaTh ipyroe umst Juist daiina.

UyBCTBUTENBHOCTh K PETUCTPY CUMBOJIOB TAKXKE 03HAUAET, UTO HPU BBOJE KOMaH[ OHU JAOJDKHBI B
TOYHOCTH COBIAJIaTh ¢ UMeHaMHu (DaiijIoB, MOIEPKUBAONIUX UX. Tak, HapuMep, yaajss (aiii ¢
IMOMOIIIBI0O KOMaHAKI M, Helb3s BBOAUTHF RM, Rm uiau rM. Hago Takke clieIuTh 3a HalTMCaHUEM MMCH,
3aJaBacMbIX B KauecTBe mapaMeTpoB. Eciu Bbl 3axoture yaamuts daiin «SIT.txt», a ykaxere nms Sit.txt,
BbI JIUIIATECH COBCEM HE TOTO (paiiia, C KOTOPBIM MPEIIOJIaralid pacCTaThCs.

Crmcok CIICIIUAJIbHBIX CUMBOJIOB KOTOPBIC HC PEKOMCHAYCTCS UCII0JIb30BATh B HA3BAHUAX q)aﬁHOB.

/- Henb3st KCTIOJIL30BaTh HHU MPU KAKUX 00CTOSATEIHCTBAX
\ - JlowkeH ObITh pe/IBAPSH TAKUM JKE CHMBOJIOM. [I[pHMEHSTh HE PEKOMEHIyeTCsI
- - Henp3s ncnosnp3oBaTh B Hauaie UMEHH (paiiina uim Karanora

[] - Kaxzplit U3 3THX CHMBOJIOB JIOJDKEH OBITh MPEABAPEH 00paTHOH KOocoil uepToil. [IpuMeHsTh He
PEKOMEHyETCS

{} - Kaxplii u3 5TUX CUMBOJIOB JIOJKEH OBITh MIpeBapeH 00paTHOW KOCOM 4epToid. [IpuMeHsTh He
PEKOMEH Ty ETCs



* - JloyokeH OBITh MpeABapeH 00paTHOM KOCOU 4epToit. [[puMeHATh He PeKOMEHIYETCS
? - JlomkeH ObITh MIpeaBapeH 00paTHOW KOcoi 4epToid. [[puMeHsITh He peKOMEHIYeTCs
' - JlomxeH OBITH TIpeABapeH 00paTHOM Kocor 4epToi. [IpuMeHs T He peKOMeH TyeTCs

" - JlomkeH ObITh MpeBapeH 0OpaTHOM Kocoil yepTol. [IpumMeHsaTs He peKOMEeHIyeTCs
I'pynnoselie onepanuu:

[penmnonoxum, 4To B OTHOM M3 KaTaIOrOB Ha BalleM KOMIBIOTEpE coepikarcs cto (aiiios ¢
N300paKeHUSIMU | JIBa TEKCTOBBIX (haiiia. Bara 3aqaya ynanute Bee (aiiiibl ¢ M300payKeHUSIMHU 32
UCKITIOUYCHHEM JIBYX TEKCTOBBIX (aiyioB. Y JassiTh (Gailibl IO OHOMY - 3TO YTOMHTEIBHOE 3aHsTHE. B
OIEPAIOHHBIX cHcTeMax Linux Juis aBTOMaTH3alUK JAHHOTO MPOIECCa MOXKHO IPUMEHSTh CHMBOJIBI
TPYMIIOBBIX ONlepanuil. ['pynmoBble onepanuy 3a1al0Tcst MOCPEICTBOM 3Be3104UKH (*), 3HaKa Bompoca (?)
1 KBaJpaTHBIX cKoOOK ([ ]).

IIpumep ncnob30BaHMs TPYIINOBBIX ONepaLMii:

I'pynmoBast orreparust ¢ IpUMEHEHHE » * » - 0TMedaeT JIr000e (B TOM YHCiIe HYJIEBOE) KOJTHMIESCTBO JTFOOBIX
CHUMBOJIOB.

rmsitl*.*  Vnmamsarees daiiner : Sitl.txt, sitl.jpg, sitll.jpg, sit123123.txt
rmsit*.jpg  Yaansrecs ¢aiiie : Sitl.jpg, sitll.jpg

rm *txt Vnansrecs daiins ; Sitl.txt, sit123123.txt

rm sit* Vnanstees daiien | Sitl.txt, sitl.jpg, sitll.jpg, sit123123.txt

rm* VY nansrcs Bce (paiiipl B KaTaiore
['pymnrioBas onepanus ¢ npumMeHeHue » ? «. CAMBOJI » ? » - COOTBETCTBYET OJTHOMY IIPOU3BOJIBLHOMY
CHUMBOJTY.

rm sitl?.jpg  Ymanutes daiin : sitll.jpg, Ho He sitl.txt, sitl.jpg, sit123123.txt
rm sit?.jpg Vnanurcest daiin : sitl.jpg, Ho He sitl.txt, sitl1.jpg, sit123123.txt

rm sit?.* VY nanstecs Qaiinsl : sitl.txt, sitl.jpg, Ho He sitll.jpg, sit123123.txt
I'pynmosas onepanusi ¢ npuMeHeHue » [ | «. KBagpaTHeie ckoOKH TIO3BOJISIIOT 3a/1aBaTh OJTMH CUMBOJ U3
Ha0Oopa WM CUMBOJI, IPUHAIIEKAIININ ONPEeTICHHOMY JHAa30HY.

rm sit[0-1].txt VY namures daiin ;@ sitl.txt, vo He Sitl.jpg, sitll.jpg, sit123123.txt

rm sit1[0-2].jpg VYnamurcs daiin @ Sitll.jpg, Ho we Sitl.txt, sitl.jpg, sit123123.txt
KoncoabHble KOMaHAbI:

e $pwd - onpesrenuTh TEKYIIHI KATAJIOT.

e $ cd [ums kaTanora] — OCYIIECTBUTH MIEPEXO/T B 3aJaHHBIH KaTaJIor.

e §Is [ums kaTanora] - mpOCMOTPETh CIIUCOK (PAaliJIOB U MOKATAIOTOB.

e $ mkdir [ums katanora] — co3aTh KaTajuor ¢ 3alaHHBIM UMEHEM.

e $cp <ums daitna 1> <ums ¢aiina 2> - ckonupoBaTh Gaiin «ums Gaiiia 1» B Gaiin «ums ¢aiiaa 2»,
Hanpumep: cp first.txt copyl.txt.

o $ mv <ums daiina 1> <ums Qaiina 2> - nepeMMeHOBaTh (Gaiii «ums daiina 1» B daitn «ums daiina
2y», Hanpumep: mv first.txt orig.txt.



e $In «ums (haiinay «UMS CCBUTKIY - CO3/IaTh KECTKYIO CCHUIKY «HMMS CCBUIKI» Ha (hailir «ums (aiimay.
IIpumep: In orig.txt copy?2.txt.

o $1In-s «ums (aitnay «MMs CCBUIKMY - CO3aTh CHMBOJIMYECKYIO CCBUIKY «MMSI CCBUIKH» Ha (haiit
«ums ¢aitnay. [Ipumep: In -S orig.txt copy2.txt.

e $rm <ums daiina> - ynanuth Qaii.

e § touch <ums (aiina> - coznanue daiiia.

e $ man <Ha3BaHHWE KOMaHJIb> - MOJyYCHHUE CIIPABOYHON JOKYMEHTAIINU O BHIOPAHHOW KOMAaH]IC.

3aoanusn k n1adopamopnoil pabome

e  OTkpoiiTe TepMHHAI.

¢ (O3HaKOMBTECH C BO3MOXKHOCTSIMH KOMaH bl pwd C TIOMOIIBIO KOMaH/Ibl man:

e Ompenenure TEKyIINH KaTauor, B KOTOPOM Bbl HAXOAUTECh KOMaHA0l pwd:

¢ O3HaKOMbBTECH C BO3MOXKHOCTSIMH KOMaH[Ibl cd ¢ TOMOIIbIO KOMaH bl man:

o [lepeiigure B KOPHEBOI KaTajaor KomManaou cd

e (O3HaKOMBTECH C BO3MOKHOCTSIMH KOMaH[Ib! IS ¢ MOMOIIbI0 KOMaH bl man:

o IIpocMmoTpuTe comepKUMOE KOPHEBOIO KaTajaora KOMaHao0i Is:

e (CrenaiiTe KONMIO SKpaHa JUIsl UCIIOIB30BAHUS B OTUETE TI0 JIAOOPATOPHOM padoTe .

e BepHuTech B JIOMAIIHUI KaTaJoT, HCIIOJIB3Ysl KOMaH Ty c¢d 0e3 mapaMeTpoB:

e (O3HaKOMbBTECH C BO3MOXKHOCTSAMH KOMaH bl mKdir ¢ mOMOIIBbI0 KOMaHbI Man:

e Co3zmaifTe KaTasor «testy, HCmoap3yst KoMaHay mkdir:

e lleperiguTte B KaTayior «testy, KCIOJIB3ys KoMaHy cd:

o IIpocMmoTpuTe comepKUMOE KaTauora, UCIOJIb3ysl KOMaHmy ls:

e Co3zmaifTe KaTasor «test2», nucrmonb3ys komanay mkdir:

e  (O3HaKOMBTECH C BO3MOXKHOCTSIMH KOMaH/Ibl touch ¢ TOMOIIbI0 KOMaH bl man:

o Cozpnaiire daiin «texty» B Katajore «test2» ucronb3ys Komanay touch:

e (O3HaKOMbBTECH C BO3MOKHOCTSIMH KOMaH bl MV C IIOMOLIbIO KOMaH/bl man:

o Ilepenmenyiite daiin «texty B «textSIT» ncnonp3ys KoMmaHay mv

¢ (O3HaKOMBTECH C BO3MOXKHOCTSIMH KOMaH/Ibl Cp C TOMOIIBI0 KOMaH/Ibl Man:

e Ckomupyiite (haiin «textSIT» B KaTanor «test2» mog UMEHEM «COopY.tXt», HCIIONb3Ys KOMaHIy Cp:
e (O3HaKOMBTECH C BO3MOXKHOCTSIMM KOMaH[bI In ¢ MOMOIIBI0 KOMaH/Ibl man:

e Cozpaiire )xecTKyI0 ccblUIKy «link» Ha Qaiin «copy.txty Ucmonb3yst KomManay In:

o Cozpaiite cMMBOJIMUYECKYIO CChUIKY «simlink» Ha daiin «copy.txt» ncnonb3ys komanay In:

o IIpocmoTpuTe pe3ynbTaThl B TEKYILIEM KaTajlore pyu HOMOLIM KOMaHIb! s ¢ aprymenTamy la:
e (CrenaiiTe KOMMIO YKpaHa JUIsl UCIIOIB30BAHUS B OTUETE TI0 JIAOOPATOPHOM padoTe .

e VYjamute co3jaHHbIC BaMH (ailyibl M CCHUIKH B JIA0OPATOPHOM paboTe MCIOb3ysl KOMaHIy rm
e (CrenaiiTe KOIMIO YKpaHa JUIsl UCIIOIB30BAHUS B OTUETE TI0 JIAOOPATOPHOM padoTe .

JlabopaTopHnas padora 2
Pasrpannuenue npas pocrymna
OcHognvle meopemuuecKkue c6e0eHusn

Henn: M3yuenne MexaHM3MOB yIpaBIeHHS JOCTYIA K pecypcam, npas gocTyna. [locTikenne moHsaTus
MoJIb30BaTeNs U rpynibl. [IprnoOpeTenne npakTHYecKx HaBBIKOB YIPaBJICHHUs TIOJIb30BATEISIMU IPU
MOMOIIY KOHCOJIbHBIX YTWINT. [IproOpereHne HaBbIKOB pabOTHI C IpaBaMu IOJIb30BATEIEH U ITpaBaMu
Ha (ailyibl, KaTaJIOTH MPH MTOMOIIN KOHCOJIBHBIX YTHIIUT.

Teoperuyeckasi 4acThb

VY kaxaoro oobekTa ((aiina) ecTh YHUKaJIbHOE UM, 110 KOTOPOMY K HEMY MOYKHO 00palarbes, 1
KOHEYHBII HabOp orepaiuii, KOTOpPbIE MPOLECCHl MOT'YT BBIIOJIHATH B OTHOLIEHUH 3TOr0 00bekTa. Daiiny
CBOWCTBEHHBI onepauun read, write u execute.

CoBepiieHHO 0YEBUIHO, YTO HYXKEH CITOCO0 3ampeIIeHns mporeccaM J0CTyIa K TeM 00beKTam, K
KOTOPBIM y HUX HET MpaB goctyna. bojee Toro, 3ToT MexaHu3M JOJIKEH TaKXKe MPEJOCTABIIATH
BO3MOYXHOCTbH IPU HEOOXOIMMOCTH OTPAHIYNBATH MPOIIECCHI TTOTHAOOPOM pa3peIIeHHBIX OIepaIuii.



Hampumep, nporieccy A MOXKeT ObITh JaHO MPaBO MPOBOANUTH YTEHUE NaHHBIX U3 (aiiiaa F, Ho He
pa3pelieHo BeCTH 3aKCh B ATOT (aii.

IIpaBa qocTyna o3Ha4arOT pa3pelieHre Ha BBITIOJIHEHNE TOW WIIM MHOM OIepanuu (4TCHHUE, 3aIiCH,
HCITOJTHCHHSI ).

Korma monms3oBaTens BXOAUT B cucteMy, ero odonodka nomydaet UID u GID (UID — unentudukarop
nostb3oBaTest, GID - naeHTH(hUKaTOp TPYIIIHI), KOTOPBIE COMEPIKaTCs B €T0 3aIiCH B daiiie mapoieii, u
OHU HACJEIYIOTCSI BCEMH ero JouepHuMHu npoueccamu. [Ipencrasisis o0y kombunanuto (UID, GID),
MO’KHO COCTaBHTD MOJTHBIN CIIHCOK BCeX 00BEKTOB ((haitiioB, BKITIOUAs yCTPOWCTBA BBOIA-BHIBO/IA,
KOTOpBIE TIPE/ICTABIICHBI B BU/IEC CIIEIIMAFHBIX (DAMIIOB U T.1I.), K KOTOPBIM IPOIIECC MOKET OOPATUTHCS C
yKazaHHeM BO3MOXXHOTO THIIA JOCTYTa (UTEHHUE, 3a11Ch, HCIIOIHEHHE).

JBa mponecca ¢ oqunakoBoii komOunarueid (UID, GID) 6yayT nMeTh aOCONIOTHO OJJMHAKOBBIN TOCTYIT K
OJIMHAKOBOMY HaOopy 00bekToB. [Ipormeccsl ¢ paznmuuarontumucs 3aadenusmu (UID, GID) 6yayT numeTs
JIOCTYII K pa3HbIM Ha0opam (haijioB, XOTs, MOKET ObITh, U CO 3HAYUTEIBHBIM ITEPEKPHITUEM STUX
HaOOPOB.

SUID (Set User ID)

ATpuOyT uctoHsIeMoro (aiiia, TO3BOJISIOIINIA 3aITyCTUTE €T0 ¢ TIpaBaMH BiIaJieiblla. B omeparimoHHbIX
cucrteMax Linux mpuiiokeHHe 3amyCcKaeTcs ¢ MpaBaMu MMOJIb30BATENsI, 3aIlyCTHBIIETO YKa3aHHOE
MIPHIIOKEHUE. DTO 00ecIeYnBaeT JOMOTHUTEIHHYI0 0€30IMacHOCTh T.K. IMPOIIECC C MTPaBaMHU MOJIb30BATEIS
HE CMOJKET ITOJIYIHTh TOCTYIT Ha 3aIMCh K BAKHBIM CUCTEMHBIM (haitmam, Hanpumep /etc/passwd,
KOTOPBIH MPUHAUICKHUT CYTIepIOoIb30BaTelto root. Ecnu Ha ucronHsieMslid Gaiin ycraHoBIeH OUT suid, TO
NIPY BBITIOJTHEHUH ATa MPOTrpaMMa aBTOMaTHUECKH MEHsIeT «aQpekTuBHbIH userD» Ha uaeHTnduKaTop
TOTO TIOJIH30BATEISI, KOTOPBIH SABISIETCS BiaIeNblieM AToro daiina. To ecTh, He 3aBHCUMO OT TOTO - KTO
3aITyCKaeT 3Ty MporpaMMy, OHa TIPH BHITIOJTHEHUH UMEET TpaBa X03IWHA 3TOTO (aiina.

SGID (Set Group ID)

Amnanoruued SUID, Ho otHOCUTBCs K rpynne. [Ipu aTom, eciu aiist karanora ycraHosieH out SGID, To
co3/Z1aBaeMble B HeM 00BEKTHI OyyT MOJIy4yaTh IPYIITY BlIaJieNbla KaTajaora, a He MoJIb30BaTels.

IIpakTHyeckue npuMepbl

Y3naTe npaBa Ha ¢aiilyl/IMpeKTOpHIo

sit@ubuntu:~$ Is -l /bin/ls

-rwxr-xr-x 1 root root 129280 Feb 18 2016 /bin/ls

IIpaBa noctymna cocTosiT U3 TpEX TPOEK CUMBOJIOB. [lepBast Tpoiika npecTaBiseT Ipasa Biajieinbua
¢aiina, Bropas mpecTaBiseT Mpapa IpyImbl Gaiiia U TPeThs IpaBa BCEX OCTAILHBIX MOJIh30BATEINCH.

B namewm cnyuae 370 :

e «rwx» - [IpaBa Bnajgenbia daiiia
e «r-x» - IIpaBa rpymmsl daiina
e «r-x» - IIpaBa Bcex oCTaNBHBIX HA (paii.

CHMBOJ «r» 03HAYaeT, 4TO YTeHHEe (MPOCMOTP AAHHBIX COJACPIKALIMXCS B (aiiiie) pa3pereHo, «wh
O3HAYaeT 3aluCh (M3MEHEHHE, a TAKXKE yJaJIeHUe JaHHBIX) Pa3peIIeHO U «X» 03HA4YaeT UCTIOTHEHNE
(3amyck mporpaMMbl pa3perieH).



Taxum 00pazom, eciii B [IEJIOM TOCMOTPETh Ha TpaBa Mbl YBUIAMM, YTO KOMY YTOJIHO Pa3pelieHO YUTATh
COJICPIKUMOE U UCIIOIHATD 3TOT (haiiii, HO TOJIBKO Biaaeibily (root) pa3peieHo Kak Judo

Mo u(UIIUPOBATh 3TOT (haiin. HBIMU ClIOBaMH, HOPMAJIBHBIM ITOJIb30BaTENISIM Pa3pPEIICHO KOTUPOBAThH
coJiepXKUMoe ATOro (haiiyia, TO TOIBKO T00t MOXKET U3MEHSTh WM yJAIISATh €ro.

Onpeuene}me TEKyHIero moJb30oBaTe/id U Irpyni B KOTOPbIX OH COCTOUT

IMepen TeMm, Kak U3MEHSTH BIIA/ICIIbIIA WK IPYIIITY KOTOPOH MPUHAUISKUT (aiis, HeOOX0AUMO yMETh
OIPEACIATH TEKYIIETo MOJIb30BATEIIS M TPYIIITY K KOTOPOW OH MPUHAUISKUT. UTOOBI y3HATH 10 KAKUM
MOJIb30BaTeNIeM BbI paboTaete, HabepuTe whoami:

sit@ubuntu:~$ whoami

sit

I[HH OHpeHCHeHI/Iﬂ B KAKUX rpynr[ax COCTOMUT I1O0JIb30BaATCIIb Sit, H€O6XOI[I/IMO BOCIIOJIB30BAaTHCsA KOMaHI[OfI
groups:

sit@ubuntu:~$ groups

sit adm cdrom sudo dip plugdev Ixd Ipadmin sambashare

W3 sTOro0 mpuMepa BHIHO, YTO MOJIb30BaTelb Sit cocrout B rpymmax Sit, adm, cdrom, sudo, dip, plugdev,
Ixd, Ipadmin, sambashare. Eciii BBI XOTHTE ITOCMOTPETH, B KAKUX TPYIIIIAX COCTOMUT APYToit
T0JIB30BATENb, TO MIEPEIANTE €ro MMs B KAYECTBE apryMEHTa.

sit@ubuntu:~$ groups root
root : root
H3MeHeHHE TOJIB30BATEIA H rpyinisl BjJaaejJdbua

YroObl M3MEHHUTH BIIAJICNbLIA HITH TPYIINY ¢aiina (uim Ipyroro 00beKTa) HCIOIb3yeTCss KOMaHIabl chown
i chgrp coorBercTBeHHO. CHavana Hy>KHO NepeiaTh UMl TPYIIIIbl WK BJIAAEIIblIA, a TOTOM CIIHCOK
¢aitnos.

chown sit /home/sit/itmo.txt
chgrp sit /home/sit/itmo.txt
MO3KHO Takke U3MEHSTH IOJIB30BaTEIIS U rpyniny OJHOBPEMEHHO UCIIOJIb3YyS KOMAaHAYy chown B ,Z[perﬁ

dbopme:

chown sit:sit /home/sit/itmo.txt

Byl He MOKETE UCIIOIB30BaTh KOMaHy ChOWl’l 663 IpaB CyHEepnoIb30BaTeysd, HO Chgl'p MOXET 6LITI>
MCIIOJIb30BaHa BCEMH, YTOOBI M3MEHUTH TPYIITY-Biaienblia (haiia Ha Ty TPYIITy, K KOTOPOW OHH
MpUHAaAIeKarT.

3unakomcTBO ¢ chmod

chown u chgrp ncnonb3yroTest Ui U3MEHEHUsI BaJleliblia U TPYIIbl 00beKTa (haiiioBOi CUCTEMBI, HO
KpOMe HHX CYIIECTBYET M JApyras MporpaMMa, HazeiBaeMasi chmod, koTopast HCcrob3yeTcs st
WU3MEHEHUS MPpaB JJOCTYIA Ha YTCHHUE, 3alUCh U UCIIOTHEHUE, KOTOPhIE Mbl BUJIUM B BBIBOJIC KOMAH/IHI IS -
1. Komanna chmod ncnosnb3yeT 1Ba 1 6oJiee apryMEeHTOB: METO/I, OIIMCHIBAIOIINN KaK HIMEHHO
HEO0XO0IMMO M3MEHHUTD MPaBa JI0CTYIIa C MOCIEAYIOUIMM UMeHeM (aiiia Ui ciuckoM (aiiioB, K
KOTOPBIM HEOOXOJMMO MPUMEHHUTh 3T U3MEHEHHS:

chmod +x /home/sit/itmo.sh



B npumepe BbIllie B Ka4eCTBE METO/1a yKa3zaHo +x. Kak MOXXHO J0oragaThCsi, METOJ] +X yKa3bIBaeT chmod,
9T0 (hailyr HeOOXOMUMO CIENIATh UCTIOHISMBIM IS TTOJIB30BATEIIS, TPYIIIBI U JUISI BCEX OCTANBHBIX. Ecim
MBI PEIITUM OTHATH BCE MpaBa Ha UCIIOJIHEHUE (haiiia, TO CIeaeM BOT TaK:

chmod +x /home/sit/itmo.sh
Pa:meneﬂne Mem;]y IOoJIb30BaTeEJJIeM, prl'll'lOﬁ U BCEMH OCTAJIbHBIMHT

YacTo ObIBacT y00HO H3MEHUTH TOJHKO OJWMH WU JIBa Habopa mpas goctyna 3a pa3. YToOwl cienaTs 3To,
MPOCTO HEOOXOAMMO HCII0JIb30BATh CIICIUAIBHBIN CHMBOJI /i 0003HA4YCHUsT HA0opa MpaB JOCTYyIIa,
KOTOPBIA HEOOXOIMMO H3MEHHTD, CO 3HAKOM «+»») WIIN «—» niepel HUM. CUMBOJT «U» JIJIS TOJTb30BATEIS,
«g» JUISL TPYTIIBI M «O» JUIsl OCTAJIBHBIX TTOJIH30BATEIICH.

chmod go-w /home/sit/itmo.sh
I[aHHI)II‘/'I MMPUMCEP YAAISCT IPaBO Ha 3alMUCh AJI PYHIIBI K BCEX OCTAJIbHBIX HOHL3OB3TCHGI>'I, HO OCTaBJIACT
ImpaBa BJIaJACIblla HCTPOHYTBIMU.

Yuc/i0Bble pesKUMbI

Cy1ecTByer ellie OAWH J0CTaTOYHO PacpOCTPAHEHHBIN CIIOCO0 yKa3aHUsl [TPpaB: UCTIOJIb30BAHNE
YETHIPEX3HAYHBIX BOCBMEPUYHBIX YHCE. DTOT CHHTAKCHC, HA3bIBACTCS YHCIOBBIM CHHTAKCHCOM ITPaB
JIOCTYIIA, T1Ie KaKaas Iudpa MpeacTaBisieT TPOHKy paspermenuii. Hampumep, B 0777, 777
yCTaHABIUBAIOT (hary Jyis BIaAesblla, TPYIIbI, U OCTAIBHBIX MOJIb30BaTeneld. Hmke Tabnuna
IMMOKa3bIBarollas KaKk TpaHCIMPYIOTCA IIpaBa AOCTYyIIa Ha YUCJIOBbIC 3HAYCHMU.

Pexxum Ywucno
rwx

Korna niporiecc co3maet HOBBIN (haiiin, OH yKa3bIBaeT, KaKHe MpaBa J0CTyIa HYXKHO 3aJ1aTh /IS JAHHOTO
¢aiina. 3ayactyro 3anpamniuparTcs npasa 0666 (UTeHUE U 3aIIUCh BCEMH), UTO JIaeT OOJIbIle pa3peIIeHuH,
4YeM He0OX0IMMO B 0OJIBIIMHCTBE ciydaeB. K cuacTbro, Kaxiplil pa3, koraa B Linux co3gaercs HOBbIH
¢aiin, cucrema obparaercs K mapaMmeTpy, HazpiBaemMoMy umask. Cucrema ucmomp3yer 3HaueHrne umask
4TOOBI MOHU3UTH N3HAYAILHO 33J]aBaeMble pa3pelIeHus: Ha 4To-To Oosiee pa3yMHoOe U Oe3omacHoe. Ber
MOJKETe TIPOCMOTPETh TEKYIIHe HACTpoKku umask HaOpaB umask B koMaH/IHO# cTpOKe:

sit@ubuntu:~$ umask

0002

B Linux-cucremax 3Ha4eHUEM 0 yMOYaHuto Jutst umask siisiercst 0022, 94To Mo3BOJISIET JAPYTHM YATATh
BaIlld HOBbIC (aiiiibl (€CJIM OHU MOTYT JIO HUX J00paThesi), HO He U3MEHSITh UX. UTOOBI aBTOMATHYECKU
oOecrieunBaTh OOJIBIINI YPOBEHB 3AIIMIIEHHOCTH AJISl CO31aBaeMbIX (ailyioB, MOKHO U3MEHHUTH
HAcTPOHKHU umask:

sit@ubuntu:~$ umask 0077
TaKOG 3HAYCHUC umask HpI/IBeI[CT K TOMy, qTO rpynna n npoqne HC 6y,Z[yT HNMCETH COBepH_IeHHO HUKAKHUX
MIpaB JIOCTYTIA JUIA BCEX, BHOBB CO3JIaHHBIX (DaiiiIoB.



B otnuume ot «0OBIYHOT0» HA3HAUCHUS TIpaB AOCTyTA K ¢airy, umask 3agaeT Kakue rmpasa
JOCTYTIA AOJKHBI ObITh OTKJI04YeHbl. CHOBA TOCMOTPUM Ha TaOJIMIYy COOTBETCTBHUS 3HAUYCHUN YUCEI U
METOJIOB:

Pexxum Yucio
r'wXx

7
6
5
r-- 4
3
2
1
- 0
Bocnonp3oBaBmmce 310l TaOIHUIEN MBI BUIUM, YTO HOCIIEIHIE Tpu 3Haka B 0077 0003HaYaI0T —
rwXrwx. umask moxassIBaeT CHUCTCMC, KaKUC IpaBa AOCTYyIla OTKIHOYHNTD. CoBMecTUB IEpBOC U BTOPOC

CTAaHOBUTCS BUAHO, YTO BCE IIpaBa MJIsA I'PYIIILI K OCTAaJIbHBIX II0JIb30BaTeICH 6y,Z[YT OTKJIFOYCHBI, B TO
BPEMs KaK IpaBa BJIaJl€jibllda OCTAHYTCA HCTPOHYTBIMMU.

HN3menenune suid u sgid
Cnoco6 ycTanoBkH M yaanenusi outos suid u sgid upes3BbrdaiiHo npoct. UtoOsl 3aaath Out suid:

chmod u+s /home/sit/itmo.sh
Yrobsl 3amath 6uT Sgid:

chmod g+s /home/sit/itmo/
Onpeueﬂeﬂne NMEPBOro 3HaKka nmpas 10€tymna

OH ncnonb3yercs Ais 3ananus o6utos sticky, suid u sgid coBMECTHO ¢ mpaBaMH JOCTYyIA:

suid sgid sticky pexum

on on on 7
on on off 6
on off on 5
on off off 4
off on on 3
off on off 2
off off on 1
off off off O

Huxe MPUBCACH IIPUMEP TOI'0, KaK UCIIOJIE30BATh YETBIPEX 3HAYHBIN PEXUM JIs1 YCTAaHOBKU IIPaB
AO0CTYyIIa Ha JUPEKTOPUIO.

sit@ubuntu:~$ chmod 4775 /home/sit/itmo
sit@ubuntu:~$ Is -1 /home/sit/itmo

-rwsrwxr-x 1 sit sit 0 Sep 9 12:42 /home/sit/itmo
KoHcobHBIE KOMaHIBI:

e id <newartp uneHTH(UKATOPA TTOIH30BATEIS>

e chgrp <uzmeHuThH rpymy ¢aitna>

e chown <usmenuts Brnamenpiia u rpymimy ¢aiaos>

e chmod <u3menuTh npaBa gocrymna K ¢aitmy>

e usermod <W3MEHEHHE TapaMeTPOB YUETHOH 3alTUCH MOIb30BATEINS>
e useradd <co3maHHe HOBOTO MOJIB30BATEIIST>



e userdel <ynaieHue MMoJIb30BaTEIIS>

e whoami <ompejeneHue TEKYIIEro MoJab30BaTeNIs>

e umask <ompejeneHne WK YCTAHOBICHHE MACKH MPaB JOCTYIIA JJIs1 BHOBb CO3/aBaeMbIX (haitmos>
e sudo su <moyy4eHHe MpaB CYNEPIOIb30BATEIS>

e groups <ompejeiacHNe K KaKKM TPYIIaM MPUHAIICKHUT TOTb30BaTeIb>

3adanusn Kk n1adopamopHoil pabome

e  OrtkpoiiTe ABa TepMHUHAIA (B CEpBEPHBIX Linux 1Jis MEPEKIIOYCHUST MKy TepMUHATaMU (tty)
OOBIYHO HCITONIB3yeTCs codeTanne kiaBum Alt+F[1-5]). B omHOM M3 HUX TOJIyYUTE TIpaBa
CYTIEpIIOIB30BAaTEINS UCTIONB3Ys KOMaHay sudo su:

e l3yunTe Kak cO3/1aTh MOJB30BATEINS C JOMAIIHAM KaTaJIOTOM C MIOMOIIBIO0 KoMaHbl useradd w3
CIPaBOYHOH JOKyMEHTAllM{ man

e Ucmonn3ys useradd cozmaiiTe mOIb30BaTEIS «Sit2» ¢ JOMAITHAM KaTaJlOTOM «Sit2y.

e YcTaHOBHTE Mapob AJIs HOBOTO TIOIB30BATENs «Sit2» ¢ TOMOLIBIO KOMaH bl passwd sit2

e BeriiauTe U3 cynepnonb3oBaTesns KOMaHI0i exit

e BoiiauTe nox nepBbIM TEPMUHAJIOM B I10JIB30BATENS «Sit», BO BTOPOM B IOJIB30BATEIS «Sit2».

e [locMoTpuTe Kakoil HAEHTH(HUKATOP MOTYUHII MTOJTB30BATEINb «Sit» U TOJIB30BaTENb «Sit2» HCTIONb3Ys
koMmaHy id

e llocMoTpuTe mpaBa OCTYyTa HA TOMAIITHUH KaTaJlOT TIOJIh30BATEIeH «Sith U «Sit2y», NCIOIB3Ys
KOMaHTy Is

e Cozpaiire daiin o nosb3oBareneM «sit2» ¢ Mmackoir 0077 ucmons3yst umask

o IlompoOyiiTe NpOUUTATh €0 COAEPKUMOE TIOA MOIB30BATENEM «Sity HCIIOIb3Yys KOMaHAy cat

e l3menuTe mpaBa mocTyIa Ha (aiiil Tak, 9TOOBI TTOJIB30BATEb «Sity MOT 3aIMCHIBATh B (aiiil, HO HE
YUTaTh €ro.

e  3anuImTe TSKCTOBYIO MH(POPMAIIHIO B (Daiiil U3 MO/ MOJIB30BATEIIS «Sity UCTIOIB3YsI KOHCOJIbHBIN
TEKCTOBBIN PEAAKTOP Vi WIIK Nano

e IIpoBepbTe mpaBa Ha (ailyl, ¥ IPOYUTANTE €ro COAEPKMUMOE U3 MO MOJIL30BATEIS «Sit2)

e CozpaiiTe KaTajor U3 Moj MoJIb30BaTeNs «Sit2y»

e  YcTaHOBUTE IpaBa 3allUCH ISl TPYIIIbI TOJIb30BATENICH HA JAHHBIN KaTaior

e JloOaBbTe MOIB30BATENS «Sit» B TPYIITY «sit2» ¢ TOMOIIBI0 KOMaH bl usermod

e [IpoBepbTe B Kakue TPYIIBI BXOIUT MOJIH30BATEIND «Sity

o Cozpnaiite HECKOJIBKO (HalyIOB B KaTaJlore, KOTOPBIH ObLT CO37aH MOIb30BaTEIeM «Sit2) U3 1moj
MIOJIb30BATENIS «Sith.

e (O3HaKOMBTECh KaK YJIAIHUTh MTOJIb30BATENSI BMECTE C COJICP)KUMBIM €T0 JOMAITHEr0 KaTajuora u3
CIIPABOYHOM JJOKYMEHTAIIMU

e  Yjamute NOJNb30BaTENs «Sit2» BMECTE C €ro JOMAITHUM KaTajJoroM.

JlabopaTopHas pa6ora 3
daiioBrIe TOACUCTEMEL
Ocnoenvle meopemuyeckue ceedeHus
Hean: [TonyyeHne TeopeTHIECKUX U MPAKTHYECKUX HABBIKOB paboTHI ¢ Tabumiamu pasaenos(MBR u
GPT), co3nanus pa3ienoB u GaililoBBIX CUCTEM.

KoHncoabHble KOMaH/bI:

o fdisk <mapamerpsr> - KoncosbHas nporpamma aist ynpasienus nuckamu (Padoraer Tonbko ¢ MBR).

e parted <mapamerpb> - KoHcoJibHas iporpamMma jjist yrpasienus auckamu (Padoraer kak ¢ MBR,
tak u ¢ GPT).
e dd <mapametpbr> - KoHCONbHAS TpOrpaMMa KOTTMPOBAHUS IAHHBIX.

e mkfs.<tum aiaoBoi cucTeMbl> <pa3jei aucka> - Kiiacc KOHCOIbHBIX KOMaH/I CO3/1aHus (aliIoBbIX

CHCTEM Ha pazjelax.
e mount -t <tum (aiyIoBO cuCTeMBbI™> <pa3Jiell AUCKA™> <TOYKa MOHTHPOBaHUS> - KoHconbHAs
IporpaMma MOHTHPOBAHHMS Pa3/IeIOB HKECTKOIO AUCKA.



Juck menwtcs Ha pasaensl. Kak IMEHHO AUCK ACIUTCS Ha Pa3felibl, ONpeaesaeTcs: TabauIel pa3aeiios.
Tabmuis! paznenos ObBatoT 1ByX THoB : MBR u GPT.

Ctpykrypa MBR

[TepBbie 512 GaiT (epBBIi CEKTOP AMCKA) TTIABHOTO YCTPOHCTBA XpaHEHHs JaHHBIX 3annMaeT MBR
(Master Boot Record). B coctaB MBR Bxoaut 446 6aiiT ko/a 3arpy34nKa, 4eTbIpe 3amucH 1mo 16 0ailT -
9TO TabNHIIa pasaeios, 2 6aliTa CHTHATYPHI. TabmuIa pa3aeIoB MOKET COCTOSTE U3 TIEPBUIHBIX Pa3IeiioB
(mo 4) n normaeckux pasaenos(mo 128).

Crpykrypa GPT

GUID Partition Table, a66p. GPT — cranmapt ¢popmata pasMenieHns TabIIUI] pa3aeioB Ha (PH3HIECKOM
JKeCTKOM Jucke. OH SIBISIETCS YaCThIO PACIIUPSIEMOr0 MUKPOIIPOTpaMMHOT0 HHTep(deiica (aHril.
Extensible Firmware Interface, EFI) — crannmapra, npeanoxentoro Intel Ha cmeny BIOS. EFI
ucronb3yetr GPT tam, rme BIOS ncrmonb3yer rraBHyo 3arpy309Hyro 3anuch (anri. Master Boot Record,
MBR). B GPT Het coOCTBeHHO# MpOorpaMMbI-3arpy3unKa, BMECTO 3TOro oH padotaet B nape ¢ EFL
Buytpu GPT ucnonbssyercs agpecanus jornaeckux 6mokoB LBA, koropast abctparupoBaHa oT GU3NKU
ycrpoiictBa (B oTimmune oT CHS — «lunmunap-I onoska-Cextop»). Kakasrii sormaeckuii 0710k 3aHIMaET
512 6aiit. LBA 0 — mepBbie 512 Oaiit aucka, LBA 1 — crneayromue, u Tak gamee. OTpHIaTeIbHbIC

3HaueHus LBA o3Hauaror cMmenienue B 0J1okax ¢ KoHua aucka. [locieqnuii 0JI0K UMEET CMeLEHNE «-1»
(LBA -1).



CTpykrypa

HassaHue Anpec Onucanue
HacnegcTtBeHHbt MBR  LBA O I'leﬁable 512 6anT gucka oTeegeHbl nog "denkoebin MBR". Cxe
B HEM M3 3aNMCEeR ecTb TONbKO MHAEHTM(MUKATOP AMCKE,
CTaHfapTHaA curHaTypa OX55AA B KoHUE U
EAMHCTBEHHbIN henkoBeblin pasgen tuna OXEE (ykazanwe, -z
4YTO Mcnonbayetca GPT), BHYTpW KOTOporo Haxogutca
HacToAWaa pasMeTka AMCcKa U BCe NoNb3oBaTenbCKue LBA 1
AaHHble, OcTanbHoe 3abWTo HYNAMKW, KOAE 3arpysuymka  -----.
HeT.
HacnegcTeeHHbIM MBR CAyXuT 4Ns NpeaoTBpalleHns LBA -
NoTEepW AaHHbIX M3-33 NPOrpaMM, KOTOPbIE HE MOHMMAKT
OcHoBHaA Tabnuya LBA 1 Ornaenenune Tabnuubl pasgenos. Cogepxunt GUID gucka, LBA -
pasgenoB GPT agpeca OCHOBHOW M pesepBHOM Tabnuy M 4aHHble O
pasMepe M KONWYECTBE 3anMCcCen 0 pasgenax
(cTaHgapTHO — 128 WTYK). M KOHTPOMbHYHK CYMMY,
KoTopyk npoBepseTt EFL. "Bnarogapsa" 3T0M KOHTPOSbHOM
CyMMe pyuyHoe pefaKkTtupoBaHue pasgenos GPT
B HEBO3MOXXHO.
LBA 2 3anucK gaHHblX 0 pasgenax. Kaxgaa sanvucb 3aHuMaert
128 GanT, To ecTb B 0AMH LBA BMewaeTca 4 3anmcwu,
LBA 33 Mepeble 16 6anTt 3anmcyn — GUID Tvna pasgena,
cneayrowme 16 6ainT — ero UUID, yHMKanbHbIA
MAEHTUHUKATOP, OCTaNbHOE MECTO 33aHMMaeT
MH(OPMALMA 0 ero rpaHulax n atpubyrax. .
AaHHble LBA 34 Co6CTBEHHO, COAEPXUMOe pasaenos. LBA -

PesepeHan tabnuua LBA -33 [lonHas Konusa onuMcaHWsa pasgenos
pasgenoe GPT
_LBA -2 LBA -

LBA -1  [lonHas Komus ornasneHus. LBA -

Ha nmanHBI MOMEHT Hauboliee pacipocTpaHeHHON cxeMoi pa3douenus auckoB siisiercs MBR. Ho ¢
Pa3BUTHEM CPENICTB XPAaHECHUS JAHHBIX U UX 00beMOB, BO3MOkHOCTel MBR cTaHOBHTCSI HETOCTATOYHO.
DTO0 CBSI3aHHO C HEBO3MOXKHOCTBIO 00€CIIEYMBATh JOCTYII K Pa3jieily JUcKa eMKOCThIO Oosee yem 2.2 TB.
Ha ceromnsmHmii 1eHp ke AOCTYITHBI JUCKH €MKOCTBIO Oosee 6 TB, a Tak e, MpUMEHSIOTCS
Pa3IUYHbIC TEXHOJIOTUU 110 00BEIMHEHUIO IUCKOB B MaccuBbl, Takue kKak RAID u LVM. Takum oOpa3om,
MIPUMEHEHHUE CXeMbl pa30ueHust TuckoB Ha ocHOBe GPT craHoBUTCS BCe Oo0Jiee aKTyaIbHBIM.

IIpouecc 3arpy3ku

IIpormecc 3arpy3ku KOMITbIOTEpA SIBIIIETCS MHOTOCTYIIEHYATHIM ITPOIIECCOM, ¥ HAYMHAETCS OH C
WHHIIMAIN3AIHA CUCTEMHBIX YCTPOWCTB HA0OpOM MHUKpoTIporpamm, HassiBaeMbix BIOS (Basic
Input/Output System), KOTOpbIe BBIOIHSAIOTCA pu ctapTe cuctemsl. [locne Toro, kak BIOS ycnemno
MIPOBEPUT CUCTEMHBIE YCTPOHUCTBA, HJIET Mpoliecc NMoucka 3arpy3unka B MBR ycTpoiicT xpanenus
(CD/DVD nucku, USB nuck, HDD, SSD u jp.) wim Ha iepBoM paszjene ycrpoictsa. [Tocie Toro, kak
3arpy34uK MOJYYHII yIIpaBJIeHNe, OH TOJIyYaeT TabJauIly pa3/ielioB ¥ TOTOBUT K 3arpy3Ke OMepanoHHYI0
cuctemy. B cemetictse 3arpy3unkoB GNU/Linux spkumu nipencrasureinsmu sisitores GRUB u LILO. B
Hux MBR coctouT u3 Hebos1b10M yacT accemOiiepHoro koaa. CranaapTHbii 3arpy3unk Windows/DOS
B COCTOSTHUH TTPOBEPHUTH TOJIHKO aKTHBHBIN pas/iell, CYiNTaTh HECKOJIBKO CEKTOPOB C ATOTO pasjiena u
3areM nepeaarh yrnpasieHUe onepanroHHoi cucteme. OH He B COCTOSIHUM 3arpy3uTh Linux, Tak Kak He
HajeneH HeoOxoqumbiM GyHKIoHaIoM. GRand Unified Bootloader (GRUB) - 310 cTanmapTHsIii
3arpy34uK JJIsl oNepaoHHbIX cucteM cemerictBa GNU/Linux, v BceM MoJIb30BaTelNsiM PEKOMEH Ty eTCs
110 YMOJIYaHHUIO YCTaHOBUTH ero B MBR, asist Toro 4ro0pl MMETh BO3MOKHOCTB 3arpysKaTh
OTIEpPAITMOHHYIO CHCTEMY C JIF000T0 pa3zesnia, IEPBUYHOTO UITH JIOTHIECKOTO.



IIpumep padorsl ¢ MBR

CymiecTByeT criennaabHbI Habop kKoMaH T 11t paboTel ¢ MBR. Tak kak oH pacIioioeH Ha THUCKe, TO
MOJKET OBITh COXPAHEH U, B Clly4ae HeOOXOJMMOCTH, BOCCTAHOBJICH.

dd if=/dev/sda of=/path/mbr-backup bs=512 count=1 - [{ns co3nanus pezepBHoit komnu MBR

dd if=/path/mbr-backup of=/dev/sda bs=512 count=1 - JIims Boccranosiaenus MBR

dd if=/dev/sda of=/path/mbr-boot-code bs=446 count=1 — [l coxpaHEHHUs TOIBKO 3aIPy30UHOTO
Koga

dd if=/dev/sda of=/path/mbr-part-table bs=1 count=66 skip=446 - Jlmst coxpaHeHHsI TOIBKO TaOIHIIBI
pas3menos

dd if=/path/mbr-backup of=/dev/sda bs=446 count=1 — /Iy1s1 BocCTaHOBJICHUE 3arPy304HOIO KOJIa U3
daitma mbr-backup

dd if=/path/mbr-backup of=/dev/sda bs=1 skip=446 seek=466 count=66 - JIjas1 BOCCTaHOBJIEHHUS
TOJIBKO TaOJIMIIBI Pa3/ICIIOB

dd if=/dev/zero of=/dev/sda bs=446 count=1 - J[is ourictkt MBR, HO mpu 3TOM OCTaBUTh TaOIHILy
pas3zernos

3aoanusn k n1adopamopHoil pabome

JloGaBbTe B BUPTYaIbHYIO MAIIMHY C OIEPAIIMOHHON CHCTeMOU LinuxX BUPTYyaIbHBIN )KECTKUH JUCK
(memaetcs 3TO B HACTPOWKAX BUPTYaTbHOW MAIIWHBI).

3amycTrTe BUPTYaTbHYIO MAITMHY C ONepallOHHON crucTeMol Linux.

OsnakombTech ¢ koMan o fdisk n ee BO3MOKHOCTSIMU U3 CIIPAaBOYHOH JOKYMEHTAIIHU.

Cozpnaiite Tabmuily pasnesnos (3 mepBUYHBIX U | JOorHUecknii) ¢ moMoIibio koMauabl fdisk

Ha 100aBJIE€HHOM BHUPTYaJIbLHOM IHCKe (0OBIYHO 3T0 muck /dev/sdb).

3anumunTe H3MEHEHHUS Ha JINCK

[TpoBeprTe (hakT co3zaanus pasaenoB ucnonb3ys komanay fdisk. (Tak ke, co3nanue pazaenoB MOXKHO
IIPOBEPUTH HUCITONB3Ys KoMaHay ls /dev/sd*)

OtdopmaTupyliTe co3naHHbIe pa3iensl B (hailloByIo cuctemy ext4.

O3HakoOMBTECH C KOMaHIaM{ mount ¥ umount ¥ UX BO3MOKHOCTSIMH M3 CIIPAaBOYHOI TOKYMEHTAIUH.
CMOHTHpYHTE CO31aHHBIE pa3Aesbl U CO3/IaiTe TaM IPOU3BOJIbHBIE (PAIIbI.

Cremnaiite pezepBHyro konnto MBR ¢ nomomsto yrunutsr DD.

Cotpure Tabnuity pasaenoB MBR ¢ nmomorisio yruimter DD.

Boccranosure MBR ¢ nomomibto yrunutel DD.

CMOHTHpYHTE pa3aesbl U NPOBEPHTE LETOCTHOCTD JAHHBIX.

OTMOHTHPYITE pa3iembl.

VYcranosure gdisk <sudo apt-get install gdisk>

Cozpnaiite Tabmuity paznenoB GPT (5 mepBu4HBIX pasnenos) ¢ momoribio gdisk.

OtdopmaTtupyliTe co3iaHHbIe pa3iensl B (hailloByIo cuctemy ext3.

CMOHTHpYHTE CO3/IaHHbIE pa3/iesbl U CO3/IATe TaM IPOU3BOJIbHBIE (aiiiIbl.

Cremnaiite pezepBHyro konuto GPT ¢ momombsro yruinutsl DD, peBapuTensHO onpenenns
HE00XO0IMMO€E KOJIMYECTBO OAUT JUI PE3EPBHOI KOIHH.

Cotpure GPT ¢ nmomompto yrunutst DD.

Boccranosute GPT ¢ momoursto yrunutsl DD.

CMOHTHpYHTE pa3iesbl U NPOBEPHTE LETOCTHOCTD JaHHBIX.

OTMOHTHPYHTE pa3Iembl.

Omnpenenure TOCTOMHCTBA U HelocTaTku Tadbmull pasaenoB MBR u GPT.

JlabopaTopHasi padora 4

ObecnieueHne IETOCTHOCTH U JJOCTYITHOCTH AaHHBIX. Raid, LVM.

OcHogHble meopemuvuecKue ceéeoeHus

Henan: [TomyueHne TeOPETUUECKNX U MPAKTHUECKUX HABBIKOB MTOCTPOEHUS U ynpasieHus RAID
MacCHUBaMH U JOTMYECKUMHU TOMaMH.

KoHcoJbHBIE KOMAHABI:



e mdadm <mapameTpbr> - KoHCOIbHAs TporpamMma yrpasjicHust mporpaMMubsiMu RAID maccuBamu B
Linux.

e lvm <napametpbr> - KoHCOIBbHAS TpOrpaMMa yIpaBieHus! JJoruaeckuMu Tomamu LVM.

e parted <mapamerpbr> - KoHcoJIbHAs porpaMMa Jijisl YIIPaBJICHUS IUCKAMU

e watch <mapamerpsr> - KonconmpHas mporpaMmMa, KoTopasi IO3BOJISIET CISIUTh 32 I3MEHEHUSIMU B
BBIBOJIC KOMAH/IbI.

RAID

RAID (Redundant Array of Independent Disks - #30bITOUHBIN MaCCHB HE3aBUCHUMBIX JKECTKUX JTHUCKOB) -
MAacCHB, COCTOSIIIMI U3 HECKOJIBKHMX JMCKOB, YIPABISEMBIX IPOrPAMMHBIM HIJIH aIlllapaTHBIM

KOHTPOJUIEPOM, CBSI3aHHBIX MEX/y COOO0M M BOCIIPUHUMAEMBIX KaK €MHOE 1esioe. B 3aBHCHMOCTH OT
TOT0, KAKOW THIT MACCHBA HUCIIOJIB3YETCs, MOXKET 00ECIICUNBATE PA3IUYHbBIC CTEIICHH OBICTPOICHCTBUS U
0TKa30ycTONYMBOCTH. CIIy)KUT IS MOBBIIICHUSI HAIGKHOCTH XPAHEHHS TAHHBIX W/HJTH IS TOBBIIICHHST
CKOPOCTH UTCHHS/3aMMMCH HH()OPMAITHH.

Kamudopuuiickuii yauBepcuteT B bepkimu mpeioxui crieayromnie ypoBHH criennpukanun RAID,
KOTOpBIE SIBJISIFOTCS] CTaHAapTOM BO BCEM MUpE:

e RAID 0 npejcrapiicH Kak JUCKOBBIH MAaCCUB TIOBBIIIEHHON POU3BOIUTEIBHOCTH, 0€3
otkazoycroiunBoctu. (Tpedyercss MUHUMYM 2 TUCKa)

e RAID 1 ompenenen kak 3epkaibHBIN AUCKOBBI MaccuB. (Tpedyercs MUHUMYM 2 HCcKa)

e RAID 2 maccuBbl, B KOTOPBIX IpUMEHsICTCS Ko XeMMuHTa. (Tpedyercs MUHUMYM 7 JTUCKOB, JJIS
paIoHaNIbHOTO HCIIOJIE30BaHU)

e RAID 3 u 4 ucrionb3yoT MacCcHB TUCKOB C YepeIOBAaHUEM U BBIICJICHHBIM TUCKOM YETHOCTH.
(TpebyeTcst MUHUMYM 4 IHCKA)

e RAID 5 ucnonb3ytoT MaccUB IUCKOB C YEPEJOBAHNEM U «HEBBIJEIEHHBIM JUCKOM YETHOCTH.
(Tpebyercst MUHUMYM 3 TUCKA)

¢ RAID 6 ucnosnp3yloT MacCUB TUCKOB C YEPEAOBAaHUEM U ABYMsI HE3aBUCHUMBIMU «IETHOCTSIMM»
onokoB. (Tpebyercss MUHUMYM 4 TUCKA)

e RAID 10 - RAID 0, noctpoennsiii 13 RAID 1 maccuBoB. (Tpebyercss MUHUMYM 4 THCKa, YETHOE

KOJTUYIECTBO)

e RAID 50 - RAID 0, moctpoernsrii u3 RAID 5 maccuBoB. (Tpebyercss MUHUMYM 6 TUCKOB, YETHOE
KOJTMYECTBO)

e RAID 60 - RAID 0, moctpoernsrii u3 RAID 6 maccuBoB. (Tpebyercs MUHUMYM 8 JTHUCKOB, YETHOE
KOJTUYECTBO)

Ipumep coznanus RAID 10
[TpoBepuM Hanu4KMe BUPTYAIbHBIX JUCKOB.

sit@sit:~$ sudo parted -

Model: ATA VBOX HARDDISK (scsi)
Disk /dev/sda: 21.5GB

Sector size (logical/physical): 512B/512B
Partition Table: msdos

Disk Flags:

Number Start End Size Type File system Flags
1 1049kB 256MB 255MB primary ext2 boot
2 257MB 21.5GB 21.2GB extended

5 257MB 21.5GB 21.2GB logical lvm

Error: /dev/sdb: unrecognised disk label
Model: ATA VBOX HARDDISK (scsi)



Disk /dev/sdb: 8590MB

Sector size (logical/physical): 512B/512B
Partition Table: unknown

Disk Flags:

Error: /dev/sdc: unrecognised disk label
Model: ATA VBOX HARDDISK (scsi)
Disk /dev/sdc: 8590MB

Sector size (logical/physical): 512B/512B
Partition Table: unknown

Disk Flags:

Error: /dev/sdd: unrecognised disk label
Model: ATA VBOX HARDDISK (scsi)
Disk /dev/sdd: 8590MB

Sector size (logical/physical): 512B/512B
Partition Table: unknown

Disk Flags:

Error: /dev/sde: unrecognised disk label
Model: ATA VBOX HARDDISK (scsi)
Disk /dev/sde: 8590MB

Sector size (logical/physical): 512B/512B
Partition Table: unknown

Disk Flags:

Error: /dev/sdf: unrecognised disk label
Model: ATA VBOX HARDDISK (scsi)
Disk /dev/sdf: 8590MB

Sector size (logical/physical): 512B/512B
Partition Table: unknown

Disk Flags:

Model: Linux device-mapper (linear) (dm)
Disk /dev/mapper/sit--vg-swap_1: 533MB
Sector size (logical/physical): 512B/512B
Partition Table: loop

Disk Flags:

Number Start End Size File system Flags
1 0.00B 533MB 533MB linux-swap(v1)

Model: Linux device-mapper (linear) (dm)
Disk /dev/mapper/sit--vg-root: 20.7GB
Sector size (logical/physical): 512B/512B
Partition Table: loop

Disk Flags:

Number Start End Size File system Flags
1 0.00B 20.7GB 20.7GB ext4

sit@sit:~$
Mpuvevaswe ]



Kak BuIHO U3 IMCTHHTA, Y HAC IPUCYTCTBYIOT HUCKU Sda (Ha KOTOPOM YCTaHOBJICHA OIepal[HOHHAs
cuctema Linux),sdb,sdc,sdd,sde,sdf. Tenepb MoxkHO moctpouts MaccuB RAID 10 u3 nuckos sdb, sde, sdd
u sde, a quck sdf momMeTnM Kak TUCK ropsiueii 3aMeHbl (MPUMEHSIETCS TS TOPSYei 3aMEHBI B CITydac
oTKa3a ogHoro u3 auckoB RAID maccusa).

Heo0Oxomumo oTKphITH 1Ba TepMUHANA. B ogHOM cozmaetcst RAID maccuB, B ApyroM OCYIIECTBIISETCS
mporiecc HaOmoAeHM 3a co3manneM RAID maccuBa.
3amycTuMm miporiecc oTcnexknBanus coctostaust RAID maccuBoB B TepmuHaie Nel:

sit@sit:~$ sudo watch -n1 cat /proc/mdstat
Coznaaum RAID 10 B otnensHoM Tepmunaine Ne2:

sit@sit:~$ sudo mdadm -C /dev/mdO0 -1 10 -n 4 -x 1 /dev/sd[b-f]
[sudo] password for sit:

mdadm: Defaulting to version 1.2 metadata

mdadm: array /dev/mdO started.

sit@sit:~$

B repmunane Nel nabmogaem mporece coznaans RAID 10:

Every 1.0s: cat /proc/mdstat Wed Sep 23 18:02:03 2015

Personalities : [linear] [multipath] [raidO] [raid1] [raid6] [raid5] [raid4] [raid10]
mdo : active raid10 sdf[4](S) sde[3] sdd[2] sdc[1] sdb[O]
16760832 blocks super 1.2 512K chunks 2 near-copies [4/4] [UUUU]
[F===========>_...... ] resync = 61.3% (10286144/16760832) finish=0.5min speed=201781K/sec

unused devices: <none>
Cozmaanm pazzaen B 1GB ¢ daitnoBoii cucremoit ext4 Ha cozmanaom RAID 10:

sit@sit:~$ sudo parted /dev/mdO

[sudo] password for sit:

GNU Parted 3.2

Using /dev/md0

Welcome to GNU Parted! Type 'help' to view a list of commands.
(parted) mklabel

New disk label type? GPT

Warning: The existing disk label on /dev/md0 will be destroyed and all data on this disk will be lost. Do
you want to continue?

Yes/No? yes

(parted) mkpart

Partition name? []?

File system type? [ext2]? ext4

Start? 0

End? 1GB

Warning: The resulting partition is not properly aligned for best performance.
Ignore/Cancel? Ignore

(parted) print

Model: Linux Software RAID Array (md)

Disk /dev/imd0: 17.2GB

Sector size (logical/physical): 512B/512B

Partition Table: gpt

Disk Flags:

Number Start End Size File system Name Flags
1 17.4kB 1000MB 1000MB ext4



(parted)
OtdopmaTupyeM CO3TaHHBIA pa3zeln B GailloByto cucteMy ext4:

sit@sit:~$ sudo mkfs.ext4 /dev/mdOpl
CMOHTHpPYEM CO3JIaHHBIHN pa3aed:

sudo mount -t ext4 /dev/mdOpl /mnt/
Cxormmpyem ¢aitnel Ha pasnen ¢ GaiioBoi cucTeMoi ext4:

sudo cp -R /var/log/* /mnt/
P a3pylinuM OJUH JUCK U IMPOBCPUM HEIOCTHOCTL JaHHBIX.:

Hab6momaem mportecce Kak IUCK ropsiaeii 3aMeHbI BCTAeT HA MECTO COOMHOTO JVCKa

Every 1.0s: cat /proc/ Wed Sep 23 19:52:04 2015

Personalities : [linear] [multipath] [raidO] [raid1] [raid6] [raid5] [raid4] [raid10]
mdo : active raid10 sdf[4] sde[3] sdd[2] sdc[1] sdb[0](F)
16760832 blocks super 1.2 512K chunks 2 near-copies [4/3] [ UUU]
[F===>................ ] recovery = 21.8% (1832192/8380416) finish=0.4min speed=229024K/sec

unused devices: <none>
Y06enuMmcs B 1IEIOCTHOCTH JaHHBIX Ha pasJelie:

sit@sit:~$ Is -la /mnt/

total 968

drwxr-xr-x 9 root root 4096 Sep 23 19:34 .

drwxr-xr-x 22 root root 4096 Sep 19 14:26 ..

-rw-r--r-- 1 root root 18625 Sep 23 19:34 alternatives.log
drwxr-xr-x 2 root root 4096 Sep 23 19:34 apt
-rW-r----- 1 root root 41820 Sep 23 19:34 auth.log
-rw-r--r-- 1 root root 63653 Sep 23 19:34 bootstrap.log
-IW------- 1rootroot 0 Sep 23 19:34 btmp
drwxr-xr-x 2 root root 4096 Sep 23 19:34 dist-upgrade
-W-r----- 1rootroot 31 Sep 23 19:34 dmesg
-rw-r--r-- 1 root root 339677 Sep 23 19:34 dpkg.log
-rw-r--r-- 1 root root 32032 Sep 23 19:34 faillog
drwxr-xr-x 2 root root 4096 Sep 23 19:34 fsck
drwxr-xr-x 3 root root 4096 Sep 23 19:34 installer
-rW-r----- 1 root root 189514 Sep 23 19:34 kern.log
drwxr-xr-x 2 root root 4096 Sep 23 19:34 landscape
-rw-r--r-- 1 root root 292292 Sep 23 19:34 lastlog
drwx------ 8 root root 16384 Sep 23 19:32 lost+found
-rw-r----- 1 root root 173386 Sep 23 19:34 syslog
-rW-r----- 1 root root 3090 Sep 23 19:34 syslog.1
-rW-r----- 1root root 591 Sep 23 19:34 syslog.2.gz
-rw-r----- 1 root root 30788 Sep 23 19:34 syslog.3.9z
drwxr-x--- 2 root root 4096 Sep 23 19:34 unattended-upgrades
-rw-r--r-- 1 root root 8832 Sep 23 19:34 wtmp

sit@sit:~$ sudo head -n 10 /mnt/auth.log

Sep 19 14:38:02 sit systemd-logind[506]: Watching system buttons on /dev/input/event0 (Power Button)
Sep 19 14:38:02 sit systemd-logind[506]: Watching system buttons on /dev/input/eventl (Sleep Button)
Sep 19 14:38:02 sit systemd-logind[506]: Watching system buttons on /dev/input/event5 (Video Bus)



Sep 19 14:38:02 sit systemd-logind[506]: New seat seat0.

Sep 19 14:40:10 sit systemd-logind[508]: Watching system buttons on /dev/input/event0 (Power Button)
Sep 19 14:40:10 sit systemd-logind[508]: Watching system buttons on /dev/input/eventl (Sleep Button)
Sep 19 14:40:10 sit systemd-logind[508]: Watching system buttons on /dev/input/event6 (Video Bus)
Sep 19 14:40:10 sit systemd-logind[508]: New seat seat0.

Sep 19 14:40:27 sit login[529]: pam_unix(login:session): session opened for user sit by LOGIN(uid=0)
Sep 19 14:40:27 sit systemd-logind[508]: New session c1 of user sit.

sit@sit:~$ sudo head -n 10 /mnt/syslog

Sep 23 07:17:01 sit CRON[2263]: (root) CMD ( cd/ && run-parts --report /etc/cron.hourly)
Sep 23 08:17:01 sit CRON[2266]: (root) CMD ( cd/ && run-parts --report /etc/cron.hourly)
Sep 23 09:17:01 sit CRON[2269]: (root) CMD ( cd/ && run-parts --report /etc/cron.hourly)
Sep 23 10:17:01 sit CRON[2272]: (root) CMD ( cd/ && run-parts --report /etc/cron.hourly)
Sep 23 10:46:05 sit dhclient: DHCPREQUEST of 10.0.2.15 on eth0 to 10.0.2.2 port 67 (xid=0x6a9a8b24)
Sep 23 10:46:05 sit dhclient: DHCPACK of 10.0.2.15 from 10.0.2.2

Sep 23 10:46:05 sit dhclient: bound to 10.0.2.15 -- renewal in 42505 seconds.

Sep 23 11:17:01 sit CRON[2285]: (root) CMD ( cd/ && run-parts --report /etc/cron.hourly)
Sep 23 12:17:01 sit CRON[2288]: (root) CMD ( cd/ && run-parts --report /etc/cron.hourly)
Sep 23 13:17:01 sit CRON[2291]: (root) CMD ( cd/ && run-parts --report /etc/cron.hourly)
CI{GJ’I&GM UMHUTAIIUIO 3aMCHBI U3BJICHCHUEM U BCTABKHU HOBOT'O JHCKA.:

sit@sit:~$ sudo mdadm /dev/mdo0 -r /dev/sdb
mdadm: hot removed /dev/sdb from /dev/mdO
sit@sit:~$ sudo mdadm /dev/md0 -a /dev/sdb
mdadm: added /dev/sdb

sit@sit:~$

Habmromaem uto auck sdb momMeTHiIcs Kak JUCK ropsiueii 3aMeHbL.

Every 1.0s: cat /proc/ Wed Sep 23 19:59:09 2015

Personalities : [linear] [multipath] [raid0] [raid1] [raid6] [raid5] [raid4] [raid10]
mdoO : active raid10 sdb[5](S) sdf[4] sde[3] sdd[2] sdc[1]
16760832 blocks super 1.2 512K chunks 2 near-copies [4/4] [UUUU]

unused devices: <none>

st Toro uToOs! octaHOBHTH RAID mcmonb3yercs mapamerp —Stop komanasr mdadm.

J1st ouncTKY 3amucH MPUHAUIEKHOCTH K iporpaMMHoMy RAID ncnonb3yercs mapamerp —Zero-
superblock xomanmer mdadm.
LVM

LVM (Logical Volume Manager) - MmeHeKep JIOTHYECKUX TOMOB SIBJISIETCS YHUKAIBHOM CHCTEMOM
yIIPaBJIEHHs] JUCKOBBIM IPOCTPaHCTBOM. OHa MO3BOJISET C JIETKOCTHIO MCIIOJIBL30BATh U d(P(PEKTUBHO
YIIPaBJIATh JUCKOBBIM IIPOCTPAHCTBOM. Y MEHBIIAET OOILYI0 HAIPYKEHHOCTD U CJIO0KHOCTh
CYIIECTBYIOIIEH CUCTEMBI. Y JIOTHYECKHX TOMOB, KOTOPBIE co3aHbl 4epe3 LVM, MOKHO JIETKO U3MEHSTh
pasMep, a Ha3BaHMsl, KOTOPbIE MM JIaHbI, IIOMOTYT B JaJbHEHIIIEM ONPENEIUTh Ha3HAYEHUE TOMA.

e PV, Physical Volume wiu pusndeckuii Tom. Yaiie Bcero 3To pasjeil Ha JUCKe WK Bech TucK. K HUM
OTHOCSIT YCTPOHCTBA MPOTPAMMHOTO ¥ anmapatHoro RAID MaccHBOB (KOTOpbIE MOTYT BKJIIOYATh B
ce0s erre HeCKOJbKO (DU3UUECKUX TUCKOB). DU3HUECKUE TOMA OOBEAUHAIOTCS U 00Pa3yrOT TPYIIIBI
TOMOB.

e VG, Volume Group miu rpyInima TOMOB. DTO CaMblii BEpXHUH YPOBEHb MOJICIU MIPEICTABICHUS,
KoTopas ucnoib3yercst B LVM. C 0/1HO# CTOPOHBI MPYIIa TOMOB MOKET COCTOSITh U3 PU3HMUCCKIX
TOMOB, C IPYTO#i- M3 JJOTHYECKUX TOMOB ¥ MPEJCTABIATE COO0# EAMHYIO CTPYKTYPY.



e LV, Logical Volume uu orudyeckuit Tom. Pasaern B rpyIiie TOMOB, TOKE caMoe, YTO pa3/ies IUCKa B
He-LVM cucreme. SBisiercst 0J0YHBIM YCTPOHCTBOM U, KaK CIICACTBHE, MOXKET COJIECPIKATh
(haliioByO cUCTEMY.

e PE, Physical Extent unu ¢pusndeckuit sxkctenT. Kaskaplii puzndeckuii ToMm aenautcsi Ha OJ0KU TaHHBIX
- (huzmueckme 3KkcTeHThl. OHM UMEIOT pa3Mephl Kak U y JJOTHIECKUX KCTEHTOB.

e LE, Logical Extent wimm morudeckuii 5KcTeHT. KaXIplii JIOTHIECKUI TOM TakyKe ACTUTCS Ha OJIOKH
JTAaHHBIX - JIOTHYECKHE SKCTEHTHI. Pa3Mephl TOrMUecKrX 9KCTEHTOB HE MEHSIIOTCS B paMKaX I'PYIIIIbI
TOMOB.

Nunnmanu3zanus JTUCKOB U pa3iesioB

[lepen Tem, Kak HauaTh UCIIOJIL30BATh AUCK WM pa3Aei B KauecTBe (PU3MUECKOT0 TOMA, BaXKHO €r0
MPOMHUIMATN3UPOBaTh. OCYIIECTBIISAETCS 3TO C TOMOIIBIO KOMaH/ bl Pvereate. JlanHas koMaHaa co3aact
B HayaJle IMCKa WIX pa3iesia JECKPUITOP IPYIIIbI TOMOB.

Jluist nucka:

sit@sit:~$ sudo pvcreate /dev/sdb
[sudo] password for sit:

Physical volume "/dev/sdb" successfully created
Jns paznenos:

sit@sit:~$ sudo pvcreate /dev/sdbl
[sudo] password for sit:

Phisical volume "/dev/sdb1" successfulli created
)

[ToBTOpsieM MaHHYIO OMEPALIO IS BCEX TUCKOB MIIM Pa3/ielioB KOTOPBIE HEOOXOIMMO ITOMETHUTh KaK
¢uznueckne roma LVM.

B namem ciyuae 370 - sdb, sdc , sde, sdd, sdf.

Ecim nosiBunack onmOKka WHUIMATH3AINH JTUCKA C TAOIUIICH pa3zieNioB, MPOBEPhTE, YTO paboTaeTe ¢
HY)KHBIM JTUCKOM. Y O€IMBIIKCH B 3TOM BBIIIOJHUTE CIICIYFOIINE KOMAH/IbI:

sudo dd if=/dev/zero of=/dev/sd* bs=1k count=1

sudo blockdev --rereadpt /dev/sd*

Lannvie Komanowl yHUUmModcam cyuecmayiowyro maodauyy pazoenos na oucke sd*. Jljs pazaenos
Bocnosb3yirech yruimroi fdisk (parted wim gdisk) u ycranoBute tum paszzueia B 0x8e (LVM).
[MpocMoTpeTh aucky (pasjienbl) KOTopbie ToMeueHbl Kak Gu3ndeckre Toma LVM MOXKHO ¢ TIOMOIIBIO
koMaH el pvdisplay.

sit@sit:~$ sudo pvdisplay
--- Physical volume ---

PV Name /dev/sdb

VG Name storage

PV Size 8.00 GiB / not usable 4.00 MiB
Allocatable yes

PE Size 4.00 MiB

Total PE 2047

Free PE 2047

Allocated PE 0
PV UUID dt4vrH-xplo-IOAR-4sZD-Q9cT-St7Q-dRKINS



--- Physical volume ---

PV Name /dev/sdc

VG Name storage

PV Size 8.00 GiB / not usable 4.00 MiB

Allocatable yes

PE Size 4.00 MiB

Total PE 2047

Free PE 2047

Allocated PE 0

PV UUID TD4x9x-t6dp-vrJ9-GnKk-eX1J-bU06-L17fnt
--- Physical volume ---

PV Name /dev/sdd

VG Name storage

PV Size 8.00 GiB / not usable 4.00 MiB

Allocatable yes

PE Size 4.00 MiB

Total PE 2047

Free PE 2047

Allocated PE 0

PV UUID qgJYg6-fNAu-9P2v-IBvt-u1H5-1fmi-Pb186U
--- Physical volume ---

PV Name /dev/sde

VG Name storage

PV Size 8.00 GiB / not usable 4.00 MiB

Allocatable yes

PE Size 4.00 MiB

Total PE 2047

Free PE 2047

Allocated PE 0

PV UUID bKGRsE-ZNNV-XtqW-bXpn-yOl1-DMdC-8rANuv
--- Physical volume ---

PV Name /dev/sdf

VG Name storage

PV Size 8.00 GiB / not usable 4.00 MiB

Allocatable yes

PE Size 4.00 MiB

Total PE 2047

Free PE 2047

Allocated PE 0

PV UUID W6TBLw-3Y16-ZJE2-IcOb-PMni-F95G-IxmyHW

Co3naHnue rpynimsi TOMOB.

I[J'IH CO3AaHus I'pyIIibl TOMOB HCO6XOZ[I/IMO BOCIIOJIB30BAaThCsA KOMaHZ[Oﬁ Vgcreate. Ha BXOJ IMpOTrpaMMbI
HCO6X0}_'[I/IMO YKa3aTb UM I'PYHIIbI U JUCKU (pa3;[em>1) KOTOpPBbIC H606XO,Z[I/IMO ,Z[O6aBI/ITI> B IaHHYIO

rpymiy.

sit@sit:~$ sudo vgcreate storage /dev/sd[b-f]
Volume group "storage™ successfully created
ITpocMOTpeTh TPYIIIBI TOMOB B CHCTEME MOXKHO € TIOMOIIIBI0 Koman bl vgdisplay.

sit@sit:~$ sudo vgdisplay
--- Volume group ---
VG Name storage



System ID

Format lvm2
Metadata Areas 5
Metadata Sequence No 1

VG Access read/write
VG Status resizable
MAX LV 0

Cur LV 0

Open LV 0

Max PV 0

Cur PV 5

Act PV 5

VG Size 39.98 GiB
PE Size 4.00 MiB
Total PE 10235

AllocPE/Size 0/0

Free PE/Size  10235/39.98 GiB

VG UUID Nf04a2-sQ50-zRfO-V3jc-wpTj-KjYx-aKpeCK
Yaajnenue rpynnesl TOMOB.

s yaaneHus Tpynibsl TOMOB HE00X0AUMO yOeIUThCA, UTO IieJieBast IpyIa TOMOB HE COICPKUT
JIOTMYECKUX TOMOB. Jlasee He0OX0JMMO IEaKTUBUPOBAThH IPYIIILY TOMOB

sudo vgchange -an storage
Ilocne vero ynanuTe rpynmny TOMOB KOMAaHI0H

sudo vgremove storaﬁe
[

Juist TOoro, 9T00BI JOOABUTH paHee MHUIMATM3UPOBAHHBIN (PH3MUECKHI TOM B CYIIECTBYIONIYIO TPYIITY
TOMOB HCIOJIb3yeTcsl Komana vgextend

sudo vgextend storage /dev/sd*
Juist TOro, 94T00BI yIAINTh (PU3NIECKUH TOM U3 TPYIIIEI TOMOB HEOOX0ANMO BOCIOIb30BATHCS
KoMaH0# vgreduce

sudo vgreduce storage /dev/sd*
Co3nanne JIOTHYECKOr0 TOMA.

Jyist Toro, 94TOOBI HAIPUMEP CO3JIaTh JIOTUYECKHI TOM «Sity, pasmepom 1800MO, HeoOX0aMMO
BBITIOJIHUTH KOMaHy

sudo lvcreate -L.1800 -n sit storage
[

be3 ykazanus cyddukca pazmepy paszziena, 1o YMOTYAHHUIO UCTIONIB3YeTCs MHOXKHTENL M «MeradanT (B
cucreme CU pasnsiii 10 © Gaiit), uto nokaszano B npumepe Boime. Cy(QQHUKCH B BEPXHEM PETHUCTPE -
KMGTPE cootBerctByrot equaniam B cucreMe CU ¢ ocHoBannem 10. Hanpumep, G — rurabaiiT paBeH
10 ° Gaiit, a cy(hpuKCHI B HIKHEM perucTpe - kmgtpe cooTBeTcTBYIOT eununam B cucteme IEC (¢
OCHOBaHHUEM 2), HanpuMep g — rubudaiiT pasen 2 *° Gaiir.

J5is TOrO, YTOOBI CO3/1aTh JOTHYECKU TOM pazmepoM 100 JTOrHYecKrX SKCTECHTOB C 3aMKChIO TI0 JIByM
(huzruecKuM TOMaM | pa3MepoM Oj10ka JaHHbIX B 4 KB

sudo lvcreate -i2 -14 -1100 -n sit storage



Ecin Heo0X0oMMo co3/1aTh JIOTHYECKUN TOM, KOTOPBIHA OyIET MOTHOCTHIO 3aHUMATh TPYIIITY TOMOB, TO
criepBa HCnob3yiTe koManay vgdisplay, 4roObl y3HATH MOJHBIA pa3Mep TPYIIIBI TOMOB, & TIOCIIE 3TOTO
BBITIOJTHUTE KOoMaHy vcreate.

sudo vgdisplay storage | grep "Total PE"

Total PE 10230

sudo lvcreate -1 10230 storage -n sit

DTH KOMaH[IbI CO3/IAF0T JIOTHUECKUN TOM Sit, TIOTHOCTHIO 3aIOTHSIOIINN TPyIITy TOMOB. Toxe camoe
MOKHO p€ajin30BaTh KOMaHI[Oﬁ

Ivcreate -1100%FREE storage -n sit
Yz[a.ﬂeﬂne JOIrnH4eCKux ToMoOB.

Ilepen ynanenrem JIOTUYECKHH TOM JOJDKEH OBITh pAa3MOHTHPOBAH

sudo umount /dev/storage/sit

sudo Ivremove /dev/storage/sit

Ivremove -- do you really want to remove "/dev/storage/sit"? [y/n]: y
Ivremove -- doing automatic backup of volume group "storage™
Ivremove -- logical volume "/dev/storage/sit" successfully removed
YBeanueHue JOru4ecKux TOMOB.

st Toro, 9TOOBI YBETMUNTH JIOTUYECKUI TOM, HEOOXO0MMO yKa3aTh komaHe lvextend pasmep, 10
KOTOPOTO OYJIeT YBEJIIMYCH TOM (B 3KCTEHTaX MJIM B pa3mepe)

sudo lvextend -L15G /dev/storage/sit
Ivextend -- extending logical volume "/dev/storage/sit" to 15 GB
Ivextend -- doing automatic backup of volume group "storage”
Ivextend -- logical volume "/dev/storage/sit" successfully extended
B pesynbrate /dev/storage/sit yBemmuures no0 150°6aiT.

IIpumeuanue

Jlns m3MeHeHust pa3Mepa (haitoBeIX cHcTeM ext2, ext3 u ext4 ncronb3yiite resize2fs.
Co3nanue cHanmoroB LVM

I[JI;{ TOTO, 4TOOBI CO3/4aTh CHAIIIOT HEOOXOIUMO UCIIOIB30BaThH lvcreate -s

sudo lvcreate -s -L10GB -n backup /dev/storage/sit
Takum 006pazom MbI cozaaum cHanoT B 10 GB ¢ umenem backup juist XpaHeHus: K3MEHEHU.

3aoanusn k nadopamophoil pabome
Yacrsp 1

e Jlo0GaBUTH MSITh BUPTYAIBHBIX KECTKUX JIMCKOB.

e 3amyctuth Linux.

e  VYcranouth mdadm.

e Osnakomutcs ¢ yrwmTold mdadm, ee BO3MOKHOCTSIMU M [TapaMETPaMH.

e B oTnensHOM TepMHHANE CIEINTH 3a COCTOsSIHUEM (aiina /proc/mdstat

e Cobpatp RAID 1 ¢ momomsto mdadm.

e Cosnarb Ha co3nanHoM RAID ¢aiinosyto cucremy ext4.

e  CMOHTHpPOBATh CO3aHHYIO (PAalIOBYIO CHCTEMY.

e 3anmcatb Tyaa dain raid.txt ¢ IPOU3BOIBHBIM COACPKUMBIM.

e  Pazpymmurs ojuH u3 nuckoB RAID u mpociieanTs 3a mpoucxosmum B ¢aiine /proc/mdstat



e [IpoBeputsh 1eI0CTHOCTH (aiiia raid.txt

e  OcrtanoButsh RAID 1.

e  OuncTUTh HHPOPMAIUIO JUCKOB O IPUHAUICKHOCTH K mporpaMmMHomy RAID.

e CoOpath RAID 0 ¢ momormsro mdadm.

e Co3marp Ha cozmanHOM RAID ¢aiinmoByto cuctemy ext3.

e CMOHTHPOBATH CO3MAHHYIO (DAMITOBYIO CHCTEMY.

e 3anmcatb Tyna daiin raid.txt ¢ IPOU3BOIBHBIM COACPKUMBIM.

e Pazpymmts onuH u3 auckoB RAID n mpocienuTs 3a mpoucxoasmumM B ¢aiine /proc/mdstat
e [IpoBepurh memocTHOCTH (haiina raid.txt

e OcranoButs RAID 0.

e  OuncTUTh HHPOPMAIUIO JUCKOB O IPUHAUICKHOCTHU K mporpammMHomy RAID.

e CobOpats RAID 5 ¢ auckom ropsiaeii 3aMeHsI ¢ moMorpio mdadm.

e Cozpnarb Ha co3nanHoM RAID ¢aiinoByto cucremy ext4.

e CMOHTHPOBATH CO3/IaHHYIO (DANTIOBYIO CUCTEMY.

e 3ammcath Tyna ¢aiin raid.txt ¢ TPOU3BOIBHBIM CONEPIKUMBIM.

e Pazpymmuts Tpu aucka RAID u mipociaeauTs 3a mMpouCXOAAIIiM B daiiire /proc/mdstat
e IIpoBepuTh HenocTHocTh Qaiina raid.txt

e OcrtanoButsh RAID 5.

e OyncTuTh HHGOPMAIHIO TUCKOB O MIPHHAIICKHOCTH K ITporpaMmHomy RAID.

e CoOpatb RAID 10 ¢ quckom ropsiueid 3aMeHbI ¢ ToMonp0 mdadm.

e Cozpnarb Ha co3nanHoM RAID ¢aiinoByto cucremy ext2.

e CMOHTHPOBATH CO3TaHHYIO (DAMITOBYIO CHCTEMY.

e 3anmcath Tyna daiin raid.txt ¢ IPOU3BOIBHBIM COACPKUMBIM.

e Pazpymmts nBa aucka RAID u npocnennTs 3a IpoUCXOAsIM B ¢aiine /proc/mdstat
e lIpoBeputh nenocTHOCTH (haiina raid.txt

e OctanoButs RAID 10.

e  OunctuTh HHYOPMALIMIO AUCKOB O MPUHAIIKHOCTH K IporpaMmMHOMy RAID.

Yactp 2

e HMnmanu3upoBaTh PU3NIECKHE AUCKH, TOBEPX KOTOPHIX OymeT coznan LVM.
e Co3marpb rpyniy TOMOB Ha OCHOBE YETHIPEX BUPTYAJIbHBIX JKECTKUX JTUCKOB.

e (Co31aThb JOTMYECKUN TOM.

e Ha coznaHHOM JIOTHYEeCKOM TOME CO31aTh (PaiiIOBYIO CUCTEMY.

e  CMOHTHpPOBaTh CUCTEMY U co3/1aTh (aiin paitn LVM.txt .

e Jlo0aBUTH B IPyIITy TOMOB €III€ OJIMH BUPTYaJIbHBIN HKECTKHM JTUCK.

o OmpenenuTb KOJINYECTBO 100aBIEHHBIX IKCTEHTOB.

e Pacmmputh cO3aHHBIN JIOTHYECKUI TOM Ha pa3Mep J0O0ABICHHBIX SKCTECHTOB.
e  VYBenuuuth pazmep (HanioBoi CUCTEMBI.

e (CpenaTe CHANIIOT JIOTHYECKOTO TOMA.

e  Y7ajauTh Ipymniy TOMOB U CHAIIIOT.

JlabopaTopHnas padora S
BoccraHoBieHue TaHHBIX.
OcHognvle meopemuuecKkue c6e0eHusn

I_IeJIL: HonyquI/Ie TCOPUTUYCCKUX U ITPAKTUYCCKUX HABBIKOB IIPOIPaAMMHOI'0 BOCCTAHOBJICHUA JaHHBIX.

Boccranosienne 1anubix TestDisk

TestDisk — cBobogHast TporpaMMa T BOCCTAHOBIIEHHS JaHHBIX, TIPEIHA3HAUYEHHAS TIPEK/IE BCETO JUTS
BOCCTAHOBJICHUS TIOTEPSIHHBIX Pa3J/IelioB HA HOCUTEISIX WH(POPMAIUH, a TAKXKE I BOCCTAHOBIICHUS
3arpy3049HOTO CEKTOpPa, MOCie MPOrPaMMHBIX HITH YeIOBEYECKMX OIMOOK (Harmpumep, moteps MBR).

e VYcranoska <sudo apt-get install testdisk>.

e 3amyckaem TestDisk <sudo testdisk>.

e llosBnsercs okormiko npusercTBusi TestDisk, Ham npeparaeTcst BecTd JIOT padOTHI (JUIsE BBEITIOTHEHUS
JTAHHOM pabOoTEHI JIOT HE TPeOyeTCs).



e BriOupaem HyXHBIN TUCK 1 HakuMaeMm Enter.

e [Ipemraraercs BEIOpaTh THIT TAOIHITHI pa3aesioB, oObraHO TestDisk ompenenseT Bce mpaBMIEHO, TaK
4yT0 HaXkuMaem Enter.

e Brioupaem Analise.

e Brioupaem QuickSearch.

e Hawm BeIBOAAT TaOMUITy pasnenoB. Beioupaem pasmen u HaxxuMaeM P, 9ToOBI BEIBECTH CITHCOK
¢aiinos.

e BriOupaem (haiiibl 1151 BOCCTAaHOBJICHHS U Hakumaem C.

¢ Bribupaem nanky, kyzna OynyT coxpaHeHsl ¢aiinsl 1 Haxxumaem C.

BoccranoBienune nanubix PhotoRec

PhotoRec - sto yrunuta, BXomsmas B coctas nakera TestDisk. IIpenna3nadena ajist BOCCTaHOBICHHS
HCITOpUYEHHBIX (halJloB ¢ KapT maMatu 1udpoBeix doToarmapaToB (CompactFlash, Secure Digital,
SmartMedia, Memory Stick, Microdrive, MMC), USB flash-nmuckoB, sxectkux auckos u CD/DVD.
BoccranaBnuBaet (paiiibl OONBIIMHCTBA PaCIPOCTPAHEHHBIX rpadudeckux popmaros, Bkiarodas JPEG,
aynno-daiiel, Bkodas MP3, daiiner nokymeHToB B hopmarax Microsoft Office, PDF mw HTML, a taxke
apxuBsbl, BKitouasi ZIP. Mosxer padorath ¢ aiiinoBeimu cuctemamu ext2, ext3, extd FAT, NTFS u HFS+,
MIPUYEM CIIOCOOHA BOCCTAHOBUTH rpadpuueckue (ailiibl JaKe B TOM cliyuae, Korja daiioBas cucreMa
MOBPEXKJICHA WIIK 0T(HOPMaTHUPOBAHA.

Vcranoska <sudo apt-get install testdisk>.

3anyckaem PhotoRec <sudo photorec>.

Bri6upaem HyXHBIN THUCK U HaXXUMaeM Enter.

B HmxHeM MeHI0 MOKHO BeIOpaTh File Opt, uro6s! BEIOpaTh THIILI (DAIIIOB IS BOCCTAHOBIIEHHS (TI0

YMOJTYaHHUIO BBIOPaHBI BCE).

e UroObI HAaUaTh BOCCTAaHOBJIEHHE HakMuTe Enter, Beiopar Search.

e VY Hac BeIOpaHa cucTeMa ext4, mosToMy BEIOMpaeM MEePBBIA BapuaHT | ext2/ext3 ].

e Ecmu BeiOpats nynkt FREE, To mouck Oynet npousBeieH B IyCTOM NPOCTPAHCTBE U B 3TOM CITydyae
OyayT BOCCTAHOBJICHBI TOJIBKO YAaJeHHbIC (aiiibl, a eciu BbiOpats WHOLE, To mouck Oyner
MIPOM3BEJICH HA BCEM JIUCKE.

e Teneps HyXHO yKa3aTb AUPEKTOPHIO, Kya Oy/ieM COXpaHATh HyKHbIE HaM (aiiibl. BeiOupaem
HYKHYIO Manky u Haxumaem C.

e Bribupaem Qaiinbl st BoccTaHOBICHUS U HaxkumaeM C.

BoccranoBienne 1anubix Extundelete

Extundelete — yrunura, nmo3Boisitonas BOCCTaHABIMBATH (aiisibl, KOTOPbIE ObUTH Y/IaJCHBI C Pa3IeIoB
ext3/ext4.

e VYcranoBka: <sudo apt-get install extundelete>.

e Kak TosbKO BbI MOHSUIN, YTO YIAJIHIH HyKHbIE (Dailsibl, HEOOXOIUMO OTMOHTHPOBATH
pasznen: <umount /dev/<partition> >

e 3aiiziuTe B KaTaJor, B KOTOPBIA OYIyT BOCCTaHABIMBATHCS yIaICHHBIE NaHHbIEe. OH J0JKEH OBITH
PACIOJIOKEH Ha pa3ziele OTIMYHOM OT TOT0, Ha KOTOPOM XPaHHJIKCh BOCCTAHABINBACMbIC
nanHbie: ¢d /<myTh_K_KaTajory_KyJaa_BOCCTAHABJIMBATH JIaHHbIE>

e 3amycrute extundelete, ykazas pa3ein, ¢ KOTOPOTo OyIeT NPOUCXOUTh BOCCTAHOBJICHUE U (haiin,
KOTOpBIIl HEOOX0IMMO BoccTaHOBUTH: SUMO extundelete /dev/<partition> —restore-file /<myTs K
(aiiny>/<umsa_daiina>

e MOXXHO TaK k€ BOCCTaHABJIMBATh COJIEpKUMoe KaTtaioros: sudo extundelete /dev/<partition> —
restore-directory /<myTh_K_JHpeKTOpUN>

Boccranonienne gannubix Foremost.

Foremost - koHcolbHast TIpOrpaMMa, TIO3BOJISIOIIAS UCKATh (Pailyibl Ha JIUCKAX MM UX 00pa3ax mo hex-
JTAHHBIM, XapaKTePHBIM 3ar0JIOBKaM U OKOHYaHUsIM. [Iporpamma mpoBepsiet haiibl Ha mpeaMeT
COBIIAJICHUS 3apaHee ONpeIesIéHHBIX heX-Ko0B (CUrHATyp), COOTBETCTBYIOIIMX HanOoJiee
pacnpoctpar€HHBIM (opmaTtam daiinos. [locie yero akcTparupyer ux u3 JAucka/odpasa u CKIIabIBacT B



KaTaJior, BMECTE C IMOJPOOHBIM OTYETOM O TOM, YETO, CKOJIBKO M OTKY/1a ObLIIO BOCCTAHOBIICHO. THIIBI
¢aiinos, kotopblie foremost MOKET cpa3y BOCCTaHOBUTE: jpg, gif, png, bmp, avi, exe, mpg, wav, riff,
wmv, mov, pdf, ole, doc, zip, rar, htm, cpp. EcTb Bo3M0xHOCTB 100aBIATE CBOM (hOpMATHI (B
KOoH(UTYypannoHHOM (aiine /etc/foremost.conf), 0 KOTOPBIX MporpaMMa He 3HaeT.

e VYcranoska: <sudo apt-get install foremost>
o IIpuMep MCIONB30BAHMS IS BOCCTAHOBIEHMS M300pakenuii ¢ mucka /dev/sdb B
karanor ~/out_dir: <sudo foremost -t jpg,gif,png,bmp -i /dev/sdb -0 ~/out_dir>

3aoanusn k n1abopamopnoil pabome

e J[o0aBbTE B BUPTYyaAIbHYIO MAITUHY BUPTYaJIbHBIN )KECTKUU JHCK.

e 3amycTuTe BUPTyaJbHYIO MamuHy ¢ Linux.

o 3amycrturte fdisk (gdisk mmm parted) u co3maiite Tabnmiry pazaenoB MBR ¢ paznenamu.
e  OrdopmaTupyiiTe Co3aHHBIC Pa3ACibl B GaiIOBYIO CHCTEMY ext4.

e VYcranoBute TestDisk.

e VYmamute MBR (wnm Tabnuiry pasaenos) ¢ moMomibpo koMauasr DD.

e Boccranosure MBR (nmu Tabmuity pasmaenoB) ¢ momorisio TestDisk.

e  CMOHTHpYITE BOCCTAHOBIICHHBIC Pa3/IesIbl U CO3JalTe TaM MTPOU3BOJIbHBIC (hAIIIBI.
e VYianmute cozqaHHbIC (Baiiibl.

e C nomompro TestDisk BoccTaHOBHTE TaHHBIE.

e Co3zmaiiTe MPOM3BOJIBHBIN KAaTaJIOT W 3aIUIINTE TyAa JaHHbIe KaTaiora /var/log/ .

e VYjanmute AaHHBIE C CO3JJAHHOTO KaTauora.

e C nmomompto PhotoRec BocctanoBHTE HaHHEIE.

e Co3zmaiiTe MPOM3BOJIBHBIN KAaTaJIOT M 3aIUIINTE TyAa JaHHbBIC KaTayora /etc/ .

e Cnomompro Extundelete mmu Foremost BoccraHoBHTE TaHHEIE.

JlaGopaTopHnasi padora 6
udpoBanue TaHHBIX.
OcHosHble meopemuyiecKue cee0eHus

Hean: [TomydyeHnne TeOPETUUECKUX U MPAKTHYECKUX HABBIKOB pabOTHI C IPOrPaMMHBIMU CPEICTBAMHU
M pOBaHUS JTAHHBIX.

KoncobpHBIE KOMAHABI:

e Opg <mapaMeTpbr> - HHCTPYMEHT Ui MH(POBaHUS U HU(POBON OAMUCH.

e Cryptsetup <mapameTpsr> - mporpaMma JUist yrpasieHHs IH(POBAHHBIMU JIUCKOBBIMH Pa3JielIaMH,
paloratomias Ha ocHOBe MOAYJIA siapa dm-Crypt.

e truecrypt <mapamerpbr> - Iporpamma Jjisi yupasjieHus I pPOBaHHBIMH JUCKOBBIMHU pa3zeiaMu,
IIpu oMoIHu truecrypt.

o fallocate <mapamerpbr> - KOMaH/a, MO3BOJISIONIAST BPYYHYIO BBLACIATH OIOKH JUist (hailioB.

PGP

PGP (Pretty Good Privacy) — koMIbIOTEpHast TIPOrpaMMa, KOTOpast MO3BOJISET BBITOIHSITE OMEPAIHH
nmdpoBaHusy/ IemUppoBaHUs U UPPOBOH 1MoAmucH (aiaoB WK COOOIECHHH, a TAKKE JIPYTOi
UH(POPMALIUH, TPEICTABICHHON B 3JICKTPOHHOM BH/IE, B TOM YHCiIe MIH(POBAaHUE JaHHBIX HA
3aIIOMUHAIOIINX YCTPOICTBAX.
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IIponiecc mmdpoBanus B PGP mpoxoauT B HECKOIBKO ATAIIOB: XEITHPOBAHHE, CKATHE JTAHHBIX,
n@poBaHe ¢ CHMMETPHYHBIM KITFOUOM, U, HAKOHEII, MHU(POBAHUEM C OTKPBITHIM KiltodoM. [Tpraém
Ka)XJIbIi 3Tl MOKET UCTIOJIb30BaTh Pa3HbIe AITOPUTMBIL. Tak cuMMeTpryHOe mudpoBaHue
MPOU3BOJMTCS C UCTIOJNB30BAaHUEM OAHOTO U3 ceMU cuMMeTpruHbIX anroputmoB (AES, Blowfish, 3DES,
CASTS, IDEA, Twofish, Camellia) Ha ceancoBom kirtoue. CeaHCOBBIH KITFOY B CBOIO O4Yepellh
TeHEePHUPYETCS C UCIOIb30BAaHUEM KPHUIITOIPAPUUECKH CTOWKOTO TeHEpaTOpa MCEBI0CITYYaiHbIX YHCEIL.
OH 3amu@pOBHIBACTCS OTKPHITHIM KIFOUOM TOIY4YaTelsl ¢ UCIIOJIb30BaHUEM alropuT™MoB RSA mimu
Elgamal (B 3aBHCHMOCTH OT HCXOHOTO OTKPBITOTO KJIFOYA TTOJTY4aTeIs ).

Wznauansao PGP pa3pabatsiBanach JUist 3alUThI JJIEKTPOHHON MOYTHI HA CTOPOHE KJIMEHTA, HO HauMHAas
¢ 2002 rona Takke BKIFOYAET B ceOst mrdpoBaHue )KECTKUX JIUCKOB, JIUPEKTOPHUH, (ailsioB, ceccuit
pOrpaMM MrHOBEHHOTO 0OMeHa COOOIIEHUSIM, 3alIUTy (aiijoB U TUPEKTOPUNA B CETEBBIX XPAHINIIAX,
MaKeTHOM nepeaayn aiyios, a B HOBBIX Bepcusix — mm¢ppoBanue HTTP-3ampocoB 1 0TBETOB Ha CTOPOHE
cepBepa M KJIMEHTA.

TrueCrypt

TrueCrypt — ojiHa M3 caMbIX W3BECTHBIX MPOIPaMM JIJIsl ITU(PPOBAHMUS IAHHBIX «Ha JeTy». [lo3Bonser
CO03/1aBaTh BUPTYyaJbHbIN 3an()pOBAHHbIN JTOIMYECKUH TUCK, XpaHsILIUcs B BUE ocodoro (daiina -
kpunrokonteiiHepa. C nomomisio TrueCrypt Taxke MOXKHO MOJTHOCTBIO 3aIIM(POBAThH pa3aes KECTKOTO
JCKa WK JII000To Ipyroro Hocutens napopmauuu, Hanpumep, USB nuck.



B miporiecce paboThl JaHHAs yTHIATA CO3/Ia€T HA KOMITBIOTEPE CHEIUAIBHYIO 3alIUIICHHYIO 00JIACTb.
OnepalMoHHAs CHCTEMa B CBOIO OYepe/[b BOCIIPUHUMACT 3Ty 001acTh Kak (aiin wim auck. Orinndne
MEXTy 3allUIICHHBIM PocTpancTBOM TrueCrypt ¥ OOBIYHBIM TUCKOM, B TOM, YTO Ha OOBIYHOM JIMCKE
JlaHHBIC O0BIYHO HUKAK He 3amuiieHsl, a TrueCrypt mudpyer JaHHBIE «HA JIETY», AOCOIFOTHO HE3aMETHO
JUTSI TIOJTB30BATENIeH, 1 TEM CaMbIM 00€CTIeUMBAET HAACKHYIO 3alUTy HHPOpMAary 0e3 CIienaTbHbBIX
MaHHUITYJISIHH ¢ Hel. Kpome Toro, B 3amumenHoi oomactu TrueCrypt ymeeT pa3MeniaTh JaHHbIe,
KOTOpBIE OYAyT HE TPOCTO 3aIH(PPOBAHBI, HO M CKPBITHI OT IIOCTOPOHHUX TJIa3.

TrueCrypt MOXKeT co3aaBaTh 3alIM(PPOBAHHBIA BUPTYaTbHBIN TUCK:

e B (daitnmoBoM KoHTEItHEPE, YTO TTO3BOJIHT JIETKO pad0TaTh C HUM — KOITHUPOBAThH, IEPCHOCUTH (B TOM
YKCiIe Ha BHEIIHUE YCTPOMCTBA B BHJE (paiina), IepeMMEHOBBIBATh WM YAAJSTh;

e B Buje 3ammdpoBaHHOrO paszzaeina AUCKa, YTO CleNaeT padoTy Oosee yA00HOH U MPOU3BOIUTEIBHOM,
HauuHas ¢ Bepcuu 5.0 NosABMUIACH BO3MOXKHOCTh IIM(POBATH CUCTEMHBIN pa3ed;

e Ilyrém momHoro mmppoBaHus COAEPKUMOTO YCTPOUCTBa, Takoro kak USB auck ((monmu-aucku
TIepecTaIn MoAePKUBAThCs ¢ Bepcuu 7.0).

B criucox nognepxkuBaeMsix TrueCrypt anroputmoB mmdposanust Bxoaat AES, Twofish n Serpent.

st Toro, 9TOOBI MOMYYHT AOCTYI K 3alI(pOBaHHBIM TaHHBIM MTPUMEHSETCS Mapoih (KitodeBas gpaza),
KITFOUeBOH (haiiy1 (OAMH FIIH HECKOJIBKO), a TaKXKe X KOMOWHAITMU. B kKauecTBe KITtoUeBHIX (DaifiioB
MOYKHO HCIIONIb30BAaTh JIIOOBIC JOCTYIHBIC (Daiiibl HA JTOKAJIbHBIX, ChEMHBIX, CETEBBIX TUCKAX (IIPH ATOM
OyIyT UCIONb30BaThes niepBbie 1,048,576 0aiiT) wim reHepupoBaTh CBOM COOCTBEHHBIC KIIFOUEBBIC
Gaiinbl.

Opnna u3 nHTepecHbIX Bo3MokHOCcTel TrueCrypt — oOecriedeHue JByX ypOBHEH OTpUIIAHUS HATHYHSI
3amKn(POBAHHBIX JAHHBIX, HEOOXOIMMOTO B Cllyyae BBIHY>KACHHOI'O PACKPBITHS IAPOJIsl [10JIb30BATEIICM:

o CozgaHue CKpBITOrO TOMA, YTO MTO3BOJISIET 331aTh €LIe OJIUH MapoJib (WM HA0OP KITIOUEBbIX (ailsioB)
K 00bIYHOMY TOMY. [lOCTYI K 3TUM AaHHBIM HEBO3MOXHO MOJYYHUTh JOCTYII C OCHOBHBIM I1apOJIEM,
MIPY 3TOM CKPBITBIF TOM MOXKET UMETh CBOIO (DalJIOBYIO CHCTEMY, a pacrojaraercsi OH B CBOOOJHOM
IPOCTPAHCTBE OCHOBHOI'O TOMA.

e Hu ogun u3 romoB TrueCrypt He MoxeT ObITh onpeziesieH (Toma TrueCrypt HEBO3MOKHO OTJIUYUTD
OT CITy4aifHOTo Habopa JIaHHKIX, T03TOMY (aiis Henb3s cBa3aTh ¢ TrueCrypt WM ¢ mporpaMmMon ero
CO3JaBIlIEH, HU B Kakoil (popme u pamkax).

VY TrueCrypt ectb rpaduueckuii uHTEepdeiic i Linux, HO MOXKHO YIPaBJIATh IUPPOBAHUEM U U3
KOHCOJIH.

e Cospaars (aiin kiroua <truecrypt —create-keyfile /home/user/test/file>, rue file - HazBanue daiina-
KJIFo4a. Yurtute, uyTo AupekTopus /home/user/test 1oykHa CyIIeCTBOBATS.

o Cosnarb kpunrokoHreitnep <sudo truecrypt -k /home/user/test/file -c /dev/sda9>.

o IIpumonTtupoBars <sudo mount /dev/mapper/truecryptO /mnt/crypto> JAupexkTopust 1ist
MOHTHPOBaHUs (31€Ch /mnt/crypto) yxe JI0JKHA CYIIECTBOBATS.

e PasmonTtupoBath <truecrypt -0>.

e YT00OBI CHOBA NOIYYHUTH JIOCTYI K HH()OPMAIMH, TOJKIIIOYAM KOHTEHHep <truecrypt -K
/home/user/test/file /dev/sda9 /mnt/crypto>.

LUCKS/dm-crypt

LUKS (Linux Unified Key Setup) — cneuundukanus mudpoBanus 1ucka (i OJIOYHOTO yCTPOUCTBA),
W3HAYaJIBbHO NpeUIoKeHHast /i Linux, HO ceiiuac nmojiepsKkuBaemMast ¥ B psijie IPYTruxX OMepadoHHbIX
cucteM. OCHOBaHa Ha CTaHIAPTHOH mojcuctemMe mudposanus Linux-supa noj HazBanuem dm-crypt u
cnenyroias pekomenaanusam TKS1/TKS2.



Oco0eHHOCTH:

B xagecTBe «koHTeHHEpa» UCIonb3yeTcs ¢aiin. Ero pasmep ¢pukcupoBad. Bo3MokHO H3MEHEHHE
pa3mepa.

«BuyTpn» KoHTelHEpa co3aaeTcs (aiiioBasi cucteMa, Jr00ro yno0Horo BaMm ¢opmara.

[Ipu ncronb30BaHUM - MOHTUPYETCS, KaK OOBIYHBIIN pa3ied.

JlaHHbIe coxpaHsoTcs 1Mo 0JIoKaM, Kak B 00bIuHOM (aiine/daiinoBoii cucteme. To ecTb :

o Mmoaupukanus daiiia BHyTpU KOHTEHHEpPa MPUBOIMT K ITePe3anucy 0JIOKOB, 3aHIMAEMbIX 3TUM
(haitiiom, HO HE BCErO KOHTEHHEPA;

0  «IOTeps/TIopYa» OJTHOTO OJIOKA MPUBOJIUT K TIOTEPE UHPOPMAIIMH «TOTO-UTO-OBLIO-B-3TOM-
0J10Ke», 1 He OoJiee TOro.

0 TIPU CHHXPOHH3AIIMU KOHTECHHEPa «B 00JIAK0» - KaK MPABUIIO, TIEPE3aIiChIBACTCS HE BeCh (aii, a
«MOAM(UIIMPOBAHHAS YaCTh», UTO TPeOyeT Majoro oorema Tpaduka.

B otnuuwme ot Truecrypt:

KaK IPaBUIIO, BBIIIE CKOPOCTh 00PaOOTKHM TaHHBIX (3aBHCUT OT aJlTOPUTMa/pa3Mepa KIroda);
mpoire padoTa ¢ KIF0YaMH;

HET MEXaHU3Ma «IBOWHOTO JHA;

BO3MOJKHBI ITPOOJIEMBI TIPH TMOTIBITKE MCIIOIB30BaHNs KOHTeHHepa «u3 apyroit OC»»

3adanus K 1adopamopnoil pabome

VYcranosuts PGP, GPG <sudo apt-get install pgpgpg>

[Tpou3sBectu onepaiyu mMU(GpOBaHUs U ACIIUPPOBAHUS HAJI IPOU3BOIbHBIMU (aitmamu. Jlis

I POBAHS UCIIONB3YITE KOMaHmy <gpg -¢>. s nemudposanns <gpg —decrypt-file> (B stom
cilydae B JUPEKTOPUH 3au(poBaHHOro daiina Oyaer coznan pacmmppoBaHHblid. Ecin Hy)XHO THIIB
BBIBECTH Ha 9KpaH paciimpoBaHHOE COACPKUMOE UCTIONB3yHTe <gpg —decrypt>)

VYcranoButs TrueCrypt. Ham motpeGyercst Bepeus 7.1a. CkauaTh €€ MOXKHO 3/1€Ch HITH 371€Ch.
Co3naTh KpUNTOKOHTEIHED, TPUMOHTHPOBATH €r0 KaK BUPTYaJIbHBIN UCK.

[ToMecTHTh B KpUNITOKOHTEWHEP KaKyI0-TO HH()OPMAIHIO.

OTMOHTHPOBATH TUCK U MIEPEMECTUTH KPHIITOKOHTEHHED.

[TOBTOpHO MPUMOHTHPOBATH KPUNITOKOHTEHHEP KaK BUPTYAJIbHBIH AUCK. Y OCIUTHCS, UTO
KPHUNTOKOHTEHHEP MOXKET Mepe/IaBaThCsl ¥ UCTIONB30BAThCsl HE3aBUCUMO.

VYcranosuts LUKS/dm-crypt <sudo apt-get update>, <sudo apt-get install cryptsetup>.

Coznaem oaiin, rae Oyaem xpaHuTh 3amudpoBanHble qanHbie. Camblii mpocToii ciocod <fallocate -
512M /root/test1>, rie /root - qupexTopus XxpaHenus (aiina, testl - umst daiina. Tak xe s
co3anus 3Toro (haiina MokHO ncrmonb3oBaTh komanay dd. <dd if=/dev/zero of=/root/test2 bs=1M
count=512>. Tperwuii criocob - ucronb30BaTh kKoMauxy dd u 3anmosHUTH (halil CIydaifHBIMU JJAHHBIMU.
<dd if=/dev/urandom of=/root/test3 bs=1M count=512>.

Cosznath kpuntokoHTeitHep. <cryptsetup -y luksFormat /root/test1> (Hy>xHO OyJIeT COIJIaCUTHCS
nepenucaTh JaHHbIC U 3a]1aTh NapoJib).

OtkpbITh KOHTEHHED. <Cryptsetup luksOpen /root/testl volumel>. (volumel - umMs koHTeliHEpa, €ro
MBI 3aJ1aeM 3TO¥ koMaH 101 ). [Tpu 3TOM Oyer co3nan daitn /dev/mapper/volumel.

Co3snatb B HeM (¢aiinoByto cucremy <mkfs.ext4 -j /dev/mapper/volumel>.

Co3znarp nanky jaiast MoHTupoBanus <mkdir /mnt/files>. MonTupoBate <mount /dev/mapper/volumel
/mnt/files>

Temnepb niepeHeceM Kakue HUUOYAb (ailiibl B KpunTokoHTeitHep. Hanpumep, ckormupyem narnky /etc
<cp -r /etc/* Imnt/files>.

PasmonTtupoBars <umount /mnt/files>.

Temneps 3akpriBaecm Volumel. <cryptsetup luksClose volumel>. TTocie 9Toro HaIm JaHHBIE
3amu(poBaHBI.

YTo0bI OTKPHITH MX BIOIHUM <Cryptsetup luksOpen /root/testl volumel> u <mount
/dev/mapper/volumel /mnt/files>



https://www.truecrypt71a.com/downloads/
https://truecrypt.ch/downloads/
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